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ABSTRACT 

 

 

Nowadays, examination is one of the important process in education. It is either done 

orally, in the form of written paper and practiced-based examination as well as 

participating in a course work. The rapid and constant paces of technology changing are 

creating both opportunities and challenges for schools and higher education community 

such as the universities. One of the challenges is the leakage of question papers before 

the final examination being conducted. The quality of the education system and the 

achievement of its objective are exposed to a serious threat with actions and practices 

that weaken the credibility of examination. In some countries, a centralized examination 

system is used and most education community does not realize the occurrence of final 

examination question paper leakage. It can affects the candidates in the whole country 

where the exam can be postponed or cancelled due to the leakage of question papers. 

The government are losing a lot of money to replace the leaked final examination 

question papers. The confidentiality of the question papers must be strictly maintained. 

Thus, this project emphasize strongly on developing a desktop based application that can 

hide final examination question paper in a digital bitmap cover image by using Image 

Steganography technique intended for the use of lecturer during the preparation of final 

examination question paper. This project focus on the Least Significant Bit algorithm in 

Image Steganography while providing a practical understanding of what Steganography 

is and how to accomplish it. The significance of this project is to help prevent 

unauthorized access, use and modification of the question paper before the final 

examination being conducted. It can preserve and enhance the confidentiality of the final 

examination question paper and can save lecturer time and it is cost efficient. The 

project overall objectives are achieved and it is successfully applied on .pdf and .doc file 

format of the final examination question paper. More testing on robustness of this 

project will be done in the future. 

 

 

Keyword: Image Steganography, Least Significant Bit, confidentiality, final examination 

question paper 



 

vi 
 

TABLE OF CONTENTS 

 

 

CONTENTS 

 

SUPERVISOR’S APPROVAL 

DECLARATION 

ACKNOWLEDGEMENT 

ABSTRACT 

TABLE OF CONTENTS 

LIST OF FIGURES 

LIST OF TABLES 

LIST OF ABBREVIATIONS  

 

CHAPTER ONE: INTRODUCTION 

 

1.1 Background of Study 

1.2 Problem Statement 

1.3 Project Objectives 

1.4 Project Scope 

1.5 Project Significance 

1.6 Project Element 

1.7 Expected Outcome 

 

CHAPTER TWO: LITERATURE REVIEW 

 

2.1  An Overview of Computer Security 

2.2  An Overview of Confidentiality 

       2.2.1  Confidentiality in Education 

PAGE 

 

ii 

iii 

iv 

v 

vi 

ix 

xii 

xiii 

 

 

 

1 

2 

3 

3 

4 

4 

4 

 

 

 

5 

5 

6 



 

vii 
 

       2.2.2  Preserving Confidentiality 

2.3  Steganography 

2.3.1  History of Steganography 

2.3.2  Types of Steganography 

2.3.2.1  Text Steganography 

2.3.2.2  Audio Steganography 

2.3.2.3  Video Steganography 

2.3.2.4  Image Steganography 

2.3.2.5  Evaluation of type of Steganography 

2.4  Image Steganography Technique 

2.4.1  Spatial Domain 

2.4.1.1  Least Significant Bit 

2.4.1.2 Pixel Value Differencing 

2.4.2  Frequency Domain 

2.4.2.1 Discrete Cosine Transform 

2.4.2.2 Discrete Wavelet Transform 

2.4.3  Comparison of Image Steganography Technique 

2.5  Chapter Summary 

 

CHAPTER 3: METHODOLOGY 

 

3.1  Project Methodology Framework 

3.1.1  Planning 

3.1.2  Requirement 

3.1.3  Design 

3.1.3.1 Process Flow Diagram 

3.1.3.2 Interface Design 

3.1.4  Development 

          3.1.4.1 Encryption Process using Least Significant Bit  

                      Algorithm 

          3.1.4.2 Decryption Process using Least Significant Bit  

6 

8 

8 

9 

9 

10 

11 

12 

13 

14 

14 

14 

17 

18 

18 

21 

23 

24 

 

 

 

25 

25 

26 

28 

29 

31 

33 

 

34 

 


	PRESERVING THE CONFIDENTIALITY OF FINAL EXAMINATION QUESTION PAPER USING IMAGE STEGANOGRAPHY TECHNIQUEAVIEFIEORENNIA
	SUPERVISOR’S APPROVAL
	STUDENT’S DECLARATION
	ACKNOWLEDGEMENT
	ABSTRACT
	TABLE OF CONTENTS
	LIST OF FIGURES
	LIST OF TABLES
	LIST OF ABBREVIATIONS
	CHAPTER 1 INTRODUCTION
	1.1 Background of Study
	1.2 Problem Statement
	1.3 Project Objective
	1.4 Project Scope
	1.5 Project Significance
	1.6 Project Element
	1.7 Expected Outcome

	CHAPTER 2 LITERATURE REVIEW
	2.1 An Overview of Computer Security
	2.2 An Overview of Confidentiality
	2.3 Steganography
	2.4 Image Steganography Technique
	2.5 Chapter Summary

	CHAPTER 3 METHODOLOGY
	3.1 Project Methodology Framework
	3.2 Hardware and Software Requirement
	3.3 Project Timeline

	CHAPTER 4 TESTING AND DISCUSSION
	4.1 Functional Testing
	4.2 Encryption Process
	4.3 Decryption Process
	4.4 Testing and Discussion Summary

	CHAPTER 5 CONCLUSION AND RECOMMENDATIONS
	5.1 Conclusion
	5.2 Project Limitations
	5.3 Recommendations and Future Work

	REFERENCES
	APPENDICES



