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ABSTRACT

Remote attestation is a trusted computing activity which aims at establishing integrity of
systems in a network. Therefore, remote attestation is important to be applied in Wireless
Sensor Networks (WSNs) due to exposed nature of WSNs. However, to apply attestation
on WSN will lead to high computation costs. Hence, efficient energy management is
crucial since sensor nodes are resource constrained devices. This research was conducted
with the main objective of evaluating the performance of Identity-Based Encryption
(IBE) remote attestation protocol. The study involves two major parts i.e., the theoretical
calculation and test-bed implementation of an IBE-Trust attestation. A comprehensive
performance analysis of IBE-Trust attestation had been shown in this thesis by validating
it with existing protocol and by comparing it between theoretical performance and real
world implementation. Theoretical calculation was done based on XBee payload
specification on diffirent input of data size regarding on the protocol. The real world
implementation was carried out in the Wireless Laboratory at Faculty Electrical
Engineering where a test bed consists of a sensor node and a base station connecting
wirelessly through Xbee 802.15.4. As a result, on real world implementation, IBE-Trust
shows a comparable performance between existing protocol and theoretical calculation.
The work done in this thesis can be a benchmark for future performance comparison in
different size of network, communication or others.

11



ACKNOWLEDGEMENTS

In the name of Allah, I would like to take this opportunity to express my deep gratitude
and sincere appreciation to my supervisor Assoc. Prof. Dr. Habibah Hashim for the
understanding, support and brilliant ideas that she have shared with me throughout the
project implementation and thesis writing.

I would also like to take this opportunity to show my appreciation to all my friends
especially to Mrs. Yusnani Yusoff, Mr. Lukman Hakim and Mr. Anuar Mat Isa for their
encouragement, advice and cooperation during my postgraduate study in the faculty.

Finally, it is my greatest pleasure to dedicate this work to my husband, my daughter, my
parents and family for their never ending moral support and understanding.

v



TABLE OF CONTENTS

AUTHOR’S DECLARATION
ABSTRACT
ACKNOWLEDGEMENTS
LIST OF TABLES

LIST OF FIGURES

LIST OF ABBREVIATIONS

CHAPTER ONE: INTRODUCTION
1.1 Research Background

1.2 Motivations

1.3 Objectives Of Study

1.4  Scope And Limitations Of Study
1.5  Research Contributions

1.6  Thesis Outline

CHAPTER TWO: LITERATURE REVIEW
2.1 Attestation
2.1.1 Verifiable Code Execution
2.1.2  Code Attestation
2.1.2.1 Hardware-Based Code Attestation
2.1.2.2 Software-Based Code Attestation
2.2 Authentication
23 Public Key Crytography (PKC)
24  Identity-Based Encrypion
2.5  IBE-Trust Attestation
2.5.1 Secure Boot Process

2.6 Summary

CHAPTER THREE: METHODOLOGY
3.1 Introduction

Page
ii
iii

v

vii

X

x1

A A W W N =

_ 0 oo N &

15
16
17
18
20

21



	Performance Evaluation of Identity-Based Encryption (IBE) Remote Attestation Protocol in Wireless Sensor Networks
	AUTHOR’S DECLARATION
	ABSTRACT
	ACKNOWLEDGEMENTS
	TABLE OF CONTENTS
	LIST OF TABLES
	LIST OF FIGURES
	LIST OF ABBREVIATIONS
	CHAPTER ONE INTRODUCTION
	1.1 RESEARCH BACKGROUND
	1.2 MOTIVATIONS
	1.3 OBJECTIVES OF STUDY
	1.4 SCOPE AND LIMITATIONS OF STUDY
	1.5 RESEARCH CONTRIBUTIONS
	1.6 THESIS OUTLINE

	CHAPTER TWO LITERATURE REVIEW
	2.1 ATTESTATION
	2.1.1. Verifiable Code Execution
	2.1.2 Code Attestation

	2.2 AUTHENTICATION
	2.3 PUBLIC KEY CRYPTOGRAPHY (PKC)
	2.4 IDENTITY BASED-ENCRYPTION (IBE)
	2.5 IBE-TRUST ATTESTATION
	2.5.1 Secure Boot Process

	2.6 SUMMARY

	CHAPTER THREE METHODOLOGY
	3.1 INTRODUCTION
	3.2 PERFORMANCE EVALUATION METHODOLOGY
	3.3 CALCULATION SOLUTION
	3.3.1 IBE-Trust Data Size
	3.3.2 Transmission Time

	3.4 TEST-BED DEVELOPMENT
	3.4.1 Hardware and Software Set Up

	3.5 SUMMARY

	CHAPTER FOUR RESULT & DISCUSSION
	4.1 PERFORMANCE OF IBE-TRUST ATTESTATION IN THEORY CALCULATION AND DISCUSSION
	4.2 EXPERIMENTAL RESULT OF IBE-TRUST ATTESTATION
	4.2.1 IBE-Trust Data Size, Execution Time and Energy Utilization
	4.2.2 Transmission and Receiving Energy Utilization of Experimental IBE-Trust Attestation

	4.3 COMPARISON OF IBE-TRUST ATTESTATION THEORETICAL CALCULATION RESULT AND TEST-BED RESULT
	4.4 SUMMARY

	CHAPTER FIVE CONCLUSION AND RECOMMENDATIONS
	5.1 INTRODUCTION
	5.2 CONTRIBUTION AND ORIGINALITY
	5.3 RECOMMENDATIONS AND FUTURE WORK

	REFERENCES
	APPENDICES

