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PREPARING UNIVERSITY STUDENTS FOR FINANCIAL REALITY:
ADDRESSING INVESTMENT SCAMS

Ruziah A Latif, Nurul Haida Johan, Zaibedah Zaharum, Mardziyana Mohamad
Malom

Introduction

In the world of investments, offers that appear ‘too good to be true’ are often the first warning
sign of fraudulent schemes designed to exploit inexperienced investors. Investment scams
have emerged as one of the most persistent and damaging financial crimes in Malaysia,
posing serious threats not only to individual investors but also to the integrity and credibility of
the financial system. With the rapid expansion of digital finance, social media marketing, and
alternative investment platforms, fraudulent schemes have become increasingly sophisticated
and difficult to detect. Despite regulatory efforts and public awareness campaigns, investment
scams continue to record alarming growth in both the number of cases and the amount of
loss. This situation highlights a critical gap in financial education, particularly among
investment students, who represent the next generation of investors, financial advisors,
analysts, and policymakers.

Investment students receive extensive training in investment analysis, portfolio management,
and financial risk; however, there is comparatively limited focus on the recognition and
comprehension of investment fraud. This omission is problematic, as technical knowledge
alone does not protect individuals against scams. In the Malaysian context, where scam cases
have escalated sharply recently, exposing investment students to the mechanics, psychology,
and regulatory dimensions of investment scams is no longer optional but essential. This kind
of exposure affords students real-world knowledge of risks and moral responsibility, which will
help them protect themselves and others in their future jobs.

This article examines the importance of educating investment students about investment
scams. It reviews the current landscape of investment scams in Malaysia, analyses why
conventional financial education is inadequate without scam awareness and discusses how
structured exposure to academic programmes can contribute to investor protection and
financial system resilience.

The Rising Threat of Investment Scams in Malaysia

Investment scams have grown rapidly in Malaysia, both in scale and sophistication. Official
statistics from the Royal Malaysia Police (PDRM) show that non-existent investment schemes
and fraudulent investment offerings consistently rank among the top categories of commercial
crime. In 2023 alone, more than 5,000 investment scam cases were recorded nationwide, with
financial losses exceeding RM470 million. Reported losses grew significantly in 2024 and
2025, exceeding RM1 billion each year, due to more cases being reported and larger amounts
of money being lost in individual scams, even with the #JanganKenaScam national awareness
campaign launched in 2023 (PDRM, 2025).

A particularly concerning trend is the diversification of scam targets. While earlier investment
scams predominantly affected retirees and individuals with limited financial knowledge, recent
evidence indicates that younger, digitally literate individuals and professionals are increasingly
victimised. Research and news stories show that victims include engineers, accountants,
doctors, teachers, and people who have just graduated from college. This trend undermines
the assumption that education alone is sufficient protection against fraud. It also suggests that
scammers are adapting their strategies to appeal to more financially aware audiences, using
technical jargon, data visualisation and fake credentials to appear legitimate (Juned et al.,
2024).
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The rapid digitalisation of financial services has made it easier for scammers to reach potential
victims. Scammers now commonly use social media platforms like Facebook, Instagram,
Telegram, and WhatsApp to promote fraudulent investment schemes. According to the
Inspector-General of Police, online fraud cases, including fake investment schemes,
accounted for around 80 percent of all reported commercial crime cases in Malaysia from
January to September 2025. This emphasises how important it is to equip future investors with
the ability to critically evaluate investment opportunities rather than rely on superficial signs of
credibility.

Common Types of Investment Scams in Malaysia

Investment scams in Malaysia take multiple forms, often evolving in response to regulatory
action and public awareness campaigns. One of the most prevalent forms is the nonexistent
investment scheme, where promoters solicit funds for opportunities that have no underlying
business activity or assets. These schemes often use fabricated testimonials, falsified
performance records, and unlicensed representatives to attract investors.

Ponzi and pyramid schemes also remain common, particularly in environments where
economic uncertainty increases demand for alternative income sources. In such schemes,
early investors are paid returns using funds contributed by new investors, creating the illusion
of profitability. Once recruitment slows, the scheme collapses, leaving the majority of
participants with significant losses. Despite repeated warnings from regulators, these
schemes continue to resurface under new branding and structures.

Recently, fraudulent cryptocurrency and foreign exchange (forex) investment schemes have
grown rapidly. Scammers exploit the technical complexity of digital assets to obscure risks
and mislead investors. Fake trading platforms, cloned websites of licensed firms, and
manipulated mobile applications are used to simulate legitimate trading activity. These scams
often target younger investors and students, making investment education institutions a critical
frontline for prevention.

Another emerging threat is relationship-based investment fraud, commonly referred to as “pig-
butchering” scams. These schemes involve long-term trust building through online interactions
before introducing investment opportunities. Victims are gradually encouraged to invest
increasing amounts over time, often believing they are dealing with trusted acquaintances
rather than criminals. The psychological manipulation involved makes such scams particularly
damaging and difficult to detect without proper awareness.

Vulnerability of Investment Students to Financial Scams

Investment students occupy a unique position of vulnerability. On one hand, they possess
foundational knowledge of financial markets, which may create a sense of confidence in their
ability to evaluate investment opportunities. On the other hand, their limited real-world
experience exposes them to cognitive biases, such as overconfidence and confirmation bias.
Scammers frequently exploit these biases by framing fraudulent investments in academic or
technical language that resonates with students’ coursework.

Moreover, investment students are often actively seeking opportunities to apply their
knowledge, whether through internships, side investments, or peer-to-peer trading
communities. This proactive engagement with financial markets increases exposure to
unverified investment offers. Without structured education on scam detection, students may
struggle to differentiate between innovative financial products and fraudulent schemes.

Another factor contributing to vulnerability is the assumption that scam awareness is a basic
life skill rather than a professional competency. As a result, scam education is often relegated
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to public awareness campaigns rather than embedded within formal investment training. This
separation does not recognise that future financial professionals will play a crucial role in
safeguarding investors and maintaining market integrity.

Limitations of Traditional Investment Education

Traditional investment education focuses heavily on quantitative analysis, valuation models,
and portfolio optimisation. While these skills are essential, they do not adequately address the
realities of fraudulent behaviour in the financial market. Investment scams do not operate
according to rational market assumptions; instead, they exploit human psychology, trust, and
information asymmetry.

Behavioural finance has consistently shown that emotions, social pressure, and heuristic
biases influence investors (Ahmad et al., 2025). However, many investment programs treat
behavioural finance as a supplemental topic rather than a core framework for understanding
fraud. Without incorporating scam awareness into behaviour analysis, students may fail to
recognise how emotions and social dynamics influence investment decisions in real-world
contexts.

Furthermore, regulatory knowledge is often taught in a theoretical manner, focusing on
compliance structures rather than practical verification. Students may understand the
existence of licensing requirements without learning how to conduct due diligence using
regulatory databases or identify red flags in promotional materials. This gap limits their ability
to apply regulatory knowledge effectively when faced with suspicious investment offers.

Integrating Scam Awareness into Investment Education

To enhance its effectiveness, scam awareness should be systematically embedded within
investment-related courses, with multiple assessment approaches employed to evaluate
students’ understanding and critical judgment. Case-based learning is especially useful
because it lets students look at real Malaysian scam cases, like the 66-year-old business
owner who lost about RM1.8 million after responding to a social media investment offer and
identify warning signs that were missed. Such analysis helps bridge the gap between theory
and practice by exposing students to the complexity and real-world consequences of
investment fraud.

Moreover, collaboration with regulators and industry practitioners can further enrich learning
outcomes. This can be implemented through collaborative teaching (CGCT), an approach
strongly encouraged by Universiti Teknologi MARA (UiTM) to bridge academic learning with
industry expertise and real-world practices. Guest lectures by enforcement officers from
PDRM and Security Commission Malaysia (SC), compliance professionals, and victim
advocates offer practical details about how scams operate and how they are investigated.
Such engagement enhances students’ real-world understanding of regulatory frameworks,
investigative procedures, and common fraud tactics. This sharing session may also help them
improve their ability to think critically, assess risks, and be aware of ethics when looking at
investment opportunities.

Simulations and role-playing exercises can also help students experience the psychological
pressure and persuasion tactics commonly used by scammers. For instance, students might
take part in a structured role-play where one group pretends to be fraudsters promoting a fake
high-return investment scheme using convincing scripts and fake credentials. The other group
pretends to be potential investors who have to identify red flags and question the offer's
legitimacy. Such experiential learning enables students to recognise emotional manipulation,
urgency tactics, and information asymmetry in a controlled classroom environment.
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Most importantly, the assessment strategies used by lecturers must be carefully aligned to
reflect the significance of scam awareness, ensuring that students are evaluated not only on
theoretical knowledge but also on their ability to critically detect and respond to fraudulent
investment practices. These activities are also aligned with the 21st-century teaching and
learning style that emphasizes four key elements: communication, critical thinking,
collaboration, and creativity.

Implications for Malaysia’s Financial System

Educating investment students about scams has broader implications for Malaysia’s financial
system. A fraud-aware generation of investors and professionals can reduce victimisation
rates, preserve investor confidence, and support capital market development. As scams erode
trust in financial institutions, strengthening human capital through education becomes a
strategic priority.

Moreover, investment students, who are trained to recognise and report suspicious activities,
contribute to early detection and enforcement. This collaborative approach aligns with
Malaysia's national strategies for financial inclusion, digital financing, and consumer
protection. By embedding scam awareness in education, Malaysia can move from reactive
enforcement to proactive prevention.

Conclusion

Investment scams pose an increasingly serious challenge within Malaysia’s evolving financial
landscape. Digital connectivity and psychological manipulation have contributed to the
growing sophistication of fraudulent schemes. This situation has broadened the pool of
potential victims to include even professional, educated, and financially literate individuals. In
this environment, exposing investment students to the realities of investment fraud is not
merely a value-added component of education but an essential requirement for professional
preparedness. An investment curriculum that fails to teach students how to spot scams could
lead to graduates who are theoretically knowledgeable but not ready to deal with real-world
financial threats. By systematically embedding scam literacy in investment education,
universities can cultivate practical detection skills, ethical discernment and critical thinking
capabilities that are fundamental to investor protection and responsible decision-making.
Beyond protecting individuals, such initiatives strengthen the resilience and integrity of
Malaysia’s financial system while supporting regulatory goals and sustainable capital market
development. Ultimately, recognising education as a key tool for preventing fraud makes it
essential for long-term financial stability and economic growth.
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