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ABSTRACT 
Academic institutions have accelerated their digitalisation, especially after the pandemic, shifting from 
traditional paper-based exams to online assessments. However, online examinations remain vulnerable 
to cheating and academic misconduct. Zero Trust Architecture (ZTA), built on the principle of “never 
trust, always verify,” ensures that every user is thoroughly authenticated before access is granted. While 
many existing systems focus on detecting cheating through context-switch monitoring, impersonation, 
where students share credentials with unauthorised individuals, remains a significant threat. ZEXAM 
addresses this by incorporating keystroke-based authentication, a secure and convenient behavioural 
biometric that requires no additional hardware. This approach ensures that only verified users can access 
and complete exams, strengthening integrity and trust in academic assessment. 
Keyword: keystroke-based authentication, impersonation, ZTA 
 
1. INTRODUCTION 
The purpose of this study is to explore the concept of Zero Trust Architecture for system security. The 
concept relies on ‘never trust, always verify’ where all the users are always verified thoroughly before 
providing access. With this, the system ZEXAM focused on implementing the ZTA concept onto online 
examination system, a widely adopted platform to conduct examinations by universities, schools, and 
academic centres after the sharp digital transition from the COVID-19 pandemic. 
Online examinations provide easier access to unauthorised materials via the internet, increasing 
cheating opportunities and academic misconduct. Therefore, ZEXAM tackles this by detecting the 
context switching during the examination via event-driven programming and rule-based algorithm. In 
addition to that, cheating by impersonation through unauthorised credential sharing poses serious 
threats to the integrity of online examinations. ZEXAM addresses this by integrating keystroke-based 
authentication for an enhanced identity validation and user verification. It is a behavioural biometric 
that requires no additional hardware setup and captures the unique typing behaviour of each user while 
they are typing their secure phrase as part of multi-factor authentication. It records the typing speed, 
key hold time, time between the keystroke, the rhythm and typing flow and compares it with a 
previously enrolled user’s typing profile. 
In addition to that, ZEXAM includes account locking to prevent brute-force login attempts and recovery 
through OTP sent only to the authorised owner’s email. Furthermore, it implements strict role-based 
access controls to isolate students from accessing administrative endpoints with the intention off 
modifying their examination submission. This ensures that all admin dashboard routes are protected, 
preventing unauthorised exposure of privileged interfaces, even through direct URL manipulation. 
 
2. METHODOLOGY 
2.1. Scrum methodology 
This project would be utilising the Agile System Development Life Cycle (SDLC) methodology, 
specifically its Scrum model due to its lightweight software development approach. The agile technique 
focuses on 'iterations' or 'increments', which are smaller portions of the software development, where 
every stage represents the project's progress. Moreover, the approach prioritises client participation and 
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interaction during the product development process more than the traditional methods like requirements 
analysis, plans, and tools(Alazzawi et al., 2023). 
Additionally, Scrum is a  straightforward, easy to comprehend framework for monitoring and 
controlling every stage of product development, satisfying customer expectations carefully. The Scrum 
framework has various implementations for its phases, but the core four phases involve Planning, 
Implementation, Review and Retrospective which is done for every sprint iteratively until the project 
is completed. The stages under this model are known as sprints which arrange every task required to be 
completed according to its size and level of design complexity. Furthermore, Scrum is always adjustable 
and adaptable to any changes in requirements, organising the work to be completed more efficiently 
and produce a high-quality end product (Alazzawi et al., 2023). 
 
3. FINDINGS 

Table 1: Authentication Performance Table 
Scenario Total Attempts Correctly Detected Accuracy (%) 
Basic authentication 3 3 100% 
Keystroke 
authentication 

5 4 80% 

OTP-Email 
verification 

3 3 100% 

Context switching  3 3 100% 
 

 
Figure 1: System alert: Exceeded tab switch limit 

 

 
Figure 2: Administrator system log for the exceeded tab switching. 
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Figure 3: Account recovery page – Email -OTP verification 

4. CONCLUSION
In conclusion, ZEXAM, the system developed for this project has successfully managed to mark a
significant step towards digitalisation of examinations while strengthening the integrity and security of
the platform by utilising the Zero trust approach. It represents a practical and effective solution for
institutions seeking to strengthen the fairness, security and accessibility of online examinations.
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