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Abstract ARTICLE INFORMATION 

This paper develops a conceptual framework for digital transformation in the agricultural 

supply chain. Subsequently, it suggests that a comprehensive ‘Integrated Layered Framework‘ 

be formulated where the six core technologies namely Internet of Things (IoT), Blockchain, Big 

Data/Cloud Computing, Artificial Intelligence (AI), Machine Learning (ML), Digital Twins and 

Advanced Monitoring are engaged at the three interconnected layers i.e. Device (data 

collection), Edge (real-time processing) and Cloud Layers (advanced analytics). This 

framework maps technology applications across production, processing, logistics and retail 

stages while outlining a progressive transformation pathway from essential digitalisation to 

comprehensive intelligence. Bidirectional flows are illustrated in the framework, showing how 

technologies interact synergistically to address agricultural challenges, including 

fragmentation, inefficiency, and information asymmetry. However, despite these significant 

potential benefits, the implementation of this framework faces barriers, including digital literacy 

gaps, infrastructure limitations and economic constraints. Nonetheless, this framework provides 

stakeholders with a systematic and structured approach towards implementing digital solutions 

that guarantee agricultural operations' efficiency, transparency, and sustainability. 
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INTRODUCTION  

In recent years, the global agricultural sector has been undergoing a profound transformation, driven by the integration 

of digital technologies into traditional farming practices (Du et al., 2023). This shift comes at a time when global food 

systems are facing a convergence of critical challenges, including climate change, population growth, the depletion of 

natural resources, and increasing consumer demands for transparency and sustainability (Klerkx et al., 2019; Deichmann 

et al., 2016). In response, digital technologies have emerged as key enablers, offering innovative solutions to enhance 

the efficiency, resilience, and sustainability of agricultural systems. 

Nowadays, digital agriculture combines digital technology implementations within the farming systems and supply 

chain operations under the Agriculture 4.0 or referred to as the Smart Farming protocol (Saiz-Rubio & Rovira-Más, 

2023). According to Pathak et al. (2024) and Yadav et al. (2022), modern agriculture actually depends on digital 

technologies, namely Internet of Things (IoT) alongside Blockchain, Artificial Intelligence (AI), Machine Learning 

(ML), Big Data analytics, Cloud Computing, Digital Twins, Drones and Remote Sensing. In fact, it is found that the 

interconnected system of these Digital technologies is capable of making better decisions, optimising resource usage, 

minimising waste, and enabling precise agricultural methods to be practised fruitfully (Yang et al., 2021). 

Generally, the agricultural supply chain operates under unique operational challenges. But it remains fragmented due to 

information asymmetry and the involvement of multiple stakeholders (Bosona&Gebresenbet, 2013). Unlike the 
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manufacturing or the retail sectors, the agricultural sector requires specialised management in terms of handling 

perishable goods, seasonal harvesting cycles, geographically dispersed farmers and unpredictable weather and biological 

factors (Jedermann et al., 2014). It is confirmed that Digital technologies have significantly transformed this landscape 

by enabling real-time monitoring capabilities, predictive analytics and data-driven decision-making while 

simultaneously enhancing traceability and monitoring throughout the supply chain processes (Freund et al., 2024). 

Recent studies also highlight the transformative strengths of digitalisation. Yang et al. (2021) show how digital 

technologies improve efficiency, transparency and sustainability while reducing costs. Fu et al. (2020) demonstrate how 

Blockchain enables farm-to-fork traceability, addresses food safety concerns and builds consumer trust. Brohm (2019) 

emphasises that digital transformation in agriculture goes beyond technology adoption, which requires cultural, 

organisational, and operational changes. 

Nevertheless, despite growing practices in Digital agriculture, challenges remain to be overcome. These challenges 

include digital literacy among farmers, infrastructure limitations, data privacy concerns, interoperability issues and the 

digital divide between large plantation farmers and smallholder farmers (Yadav et al., 2020; Lioutas et al., 2021; Rotz 

et al., 2022). Additionally, it is noted that the fragmented nature of agricultural innovation systems also hinders 

coordinated digital transformation efforts (Akbari & Hopkins, 2022). 

This research develops a conceptual framework taking advantage of the digital transformation in the agricultural supply 

chain. It incorporates existing research relating to the subject and consequently is able to understand significant 

technologies alongside their applications, challenges and anticipate future developments. Therefore, this research 

focuses on three main goals, namely 1) identify vital digital technologies affecting the agricultural supply chain; 2）

investigate how the identified digital technologies are applied across the agricultural supply chain stages; and 3) develop 

a unifying conceptual framework towards digital transformation in the agricultural supply chain.  

 LITERATURE REVIEW 

Agricultural Supply Chain Management  

Agricultural Supply Chain Management (ASCM) involves a systematic management of agricultural product 

activities beginning from the production stage and ending at the point of consumer consumption 

(Bosona&Gebresenbet, 2013). In fact, the ASCM differs from the other supply chains because ASCM faces three 

distinctive challenges related to perishable items, which are seasonal patterns and climate sensitivity (Jedermann 

et al., 2014). Furthermore, the inherent complexity and susceptibility to interruptions clearly define ASCM 

because of its unique features. 

Building on these inherent vulnerabilities, traditional agricultural supply chains face additional operational 

challenges that compromise their effectiveness. Fragmented operations among intermediary entities create 

coordination gaps and information asymmetries throughout the network, directly impacting the system's ability to 

manage perishable products effectively (Khandelwal et al., 2021; Yadav et al., 2022). Inadequate logistics and 

storage infrastructure further compound these issues, particularly given the climate sensitivity and seasonal 

variability inherent to agricultural products (Fu et al., 2020). This combination of structural fragmentation and 

infrastructure deficits results in reduced visibility, higher costs, and significant resource inefficiencies. 

These systemic inefficiencies are compounded by growing environmental pressures that demand more sustainable 

approaches to agricultural supply chain management. In response, scholars have developed Green Supply Chain 

Management, which incorporates environmental impact assessment and mitigation strategies throughout the 

supply chain, and Circular Economy principles, which redesign agricultural systems to eliminate waste through 

resource reuse and regenerative practices (Akbari & Hopkins, 2022). However, traditional agricultural supply 
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chains, with their fragmented structures and linear operational models, lack the integrated coordination 

mechanisms necessary to implement these sustainability frameworks effectively, particularly when addressing 

complex challenges like climate adaptation and resource optimisation (Klerkx et al., 2019). 

Given the structural fragmentation that prevents effective coordination and the inability of traditional systems to 

implement integrated sustainability frameworks, digital transformation emerges as a strategic solution to address 

these interconnected challenges. Digital technologies offer the potential to create unified platforms that can bridge 

coordination gaps, enhance infrastructure efficiency, and enable the integrated management required for 

sustainable practices (Deichmann et al., 2016; Yang et al., 2021). Research demonstrates that digitalisation 

specifically addresses the operational constraints and sustainability requirements identified in traditional 

agricultural supply chains. 

Digital Technology in the Agricultural Supply Chain Management  

The section explains digital technologies as pivotal to reforming Agricultural Supply Chain Management (ASCM) 

by addressing its significant issues like fragmentation, inefficiency and information asymmetry. This change is 

called Agriculture 4.0 or Smart Farming, which transforms conventional farming practices into intelligent and 

interconnected systems (Saiz-Rubio & Rovira-Más, 2023; Klerkx et al., 2019). As a result of digitalisation, studies 

have shown that farmers or stakeholders can increase transparency, decrease the amount of waste and address 

other challenges such as climate change and shifting customer needs (Deichmann et al., 2016; Du et al., 2023). 

The digitalisation process in Agricultural Supply Chain Management (ASCM) is driven by the need for enhanced 

visibility and coordination, as emphasised in modern supply chain frameworks (Viswanadham& Kameshwaran, 

2013). Due to its nature, where foods and products are often perishable, the agricultural supply chain requires 

real-time information and decision-making due to the cyclic and contingent factors (Bosona&Gebresenbet, 2013; 

Jedermann et al., 2014).  

It has also been discovered that digital tools have been extended to almost all segments of the agricultural supply 

chain. For instance, Blockchain provides better traceability, which helps solve food safety issues and increases 

consumer trust (Fu et al., 2020; Baralla et al., 2021). In production, precision agriculture ensures the proper 

utilisation of resources through statistics (Saiz-Rubio & Rovira-Más, 2023). In fact, Logistic systems have been 

found to execute monitoring systems that minimise spoilage, mainly in real-time systems (Jedermann et al., 2014). 

Moreover, retailers of the agricultural supply chain increasingly adopt digital technologies to facilitate direct 

transactions between producers and consumers, thereby reducing or eliminating the role of intermediaries 

(Kittipanya-Ngam & Tan, 2020). 

Nevertheless, there is still a significant research gap regarding technology applications in the context of the 

agricultural supply chain. Most prior studies have focused on individual technologies or isolated stages of the 

agricultural supply chain, rather than providing a comprehensive analysis of their interdependencies, comparative 

functionalities, and potential for integration and cooperation (Yadav et al., 2022; Freund et al., 2024). While 

existing frameworks often overlook critical socio-technical considerations (Klerkx et al., 2019; Rotz et al., 2022). 

Therefore, this study attempts to develop a mechanism to address these gaps by creating an integrated conceptual 

framework via (1) identifying the core digital technologies that influence agricultural supply chain transformation, 

(2) mapping their cross-stage applications, and (3) establishing scalable pathways for technology synergy. This 

approach is considered by this study as most appropriate in providing a comprehensive foundation for 

understanding digital transformation potentials in the ASCM. 
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KEY DIGITAL TECHNOLOGY IN AGRICULTURAL SUPPLY CHAIN 

The Agricultural supply chain is being transformed by several innovative technologies that solve common issues and 

foster new advantages in its networks. Each technology has features that could be used at various stages in the supply 

chain management,i.e., from production to consumption. The following are six common technological advancements 

fuelling change in the agricultural supply chain.  

Internet of Things  

The Internet of Things (IoT) is an essential technology platform for the contemporary supply chain in the 

agricultural industry. There are three significant elements of IoT, namely, sensors, communication networks and 

data processing platforms. These components collect and transmit environmental and operational data related to 

crops and their surroundings, including soil moisture content, crop health status, and the performance of farming 

equipment. Communication protocols such as LoRaWAN* and ZigBee** enable long-range, low-power data 

transmission across large-scale agricultural fields. The collected data is then processed through digital platforms 

to support data-driven decision-making, enabling precise resource management, improved yield forecasting, and 

timely interventions in farming operations (Abi et al., 2024; Wan Mohamad &Rakiman, 2023). 

A key strength of IoT lies in its ability to enable precision agriculture. For instance, the moisture control system 

integrated within the irrigation systems ensures that water is conserved because the irrigation processes are 

scheduled based on the moisture content of the soil. Likewise, multiple spectral sensors installed on Drones 

produce crop health maps that, in turn, enable farmers to identify sections of the fields that require fertilisation or 

pest control (Ardhy et al., 2024). These applications reveal how IoT can be used to achieve efficiency in the use 

of resources and reduce the harmful effects of resource usage.  

However, the current adoption of IoT is characterised by technical issues. Bluetooth, Wi-Fi and cellular networks 

on the same device are some of the problems that make devices incompatible. Energy scarcity in remote regions 

means that any kind of sensors or energy harvesting solutions must be low-power consumption-based to support 

continuous and long-term operations. The threats to data security and susceptibility to counterattacks require 

sound encryption mechanisms to secure delicate data in the agricultural sector (Garrido-López et al., 2024; Sun 

& Zhang, 2024). As such, to make IoT truly useful in the agricultural supply chain, some practical solutions are 

required to overcome the barriers that hinder saleable IoT implementation. 

Blockchain 

Blockchain is an innovative technology that can create a decentralised and secure system to address the issues in 

the Agri-supply chain. Generally, a Blockchain contains a record of a series of transactions and is based on a 

distributed ledger that utilises cryptographic hashing to make the transactions sequential and unalterable (Bermeo-

Almeida et al., 2018). The network members approve every record, including the crop yield data or product 

authentication, eliminating the use of intermediaries and any risk of fraud (Leng et al., 2018).  

The biggest strength of the Blockchain is that it can improve traceability. It also records the origin of products 

and the steps to be taken in processing and transportation. The Blockchain records also allow stakeholders to 

check the authenticity and compliance with safety standards (Baralla et al., 2021). For instance, smart contracts 

and self-executing contracts written on Blockchain ensure that payment is made once the delivery is confirmed 

(Shahid et al., 2020). 

Nevertheless, there are some technical challenges in the implementation of Blockchain. The scalability issue 

persists, as the growing number of transactions causes delay in validation, especially in the public Blockchains 

(Longo et al., 2020). The use of Proof of Work (PoW) consensus mechanisms is another setback due to the large 
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amount of energy needed to validate transactions, especially in public blockchains. As a result, researchers and 

developers have shifted focus toward more energy-efficient alternatives such as Proof of Stake (PoS), which 

requires significantly less computational power (Padma et al., 2024). Also, integrating Blockchain platforms and 

networks must have a standard format to exchange information and data (Yadav & Singh, 2019). 

Big Data and Cloud Computing 

Big Data and Cloud Computing are two different technologies that play significant roles in solving major issues 

in the agricultural supply chain. Big Data refers to massive volumes of data collected from various sources such 

as IoT devices, satellite images and transactions. Cloud Computing is the platform that supports data storage of 

these datasets and high-level computations through distributed computing capabilities (Kamilaris et al., 2017; 

Kulikov et al.,2024).  

Big Data holds significant value due to its ability to extract useful insights from various and large information 

sources. For instance, combining weather forecasts with historical crop yield data allows farmers to predict likely 

outcomes and strategically plan planting times and resource allocation (Bendre et al., 2021). However, the sheer 

volume and complexity of agricultural data require advanced tools for meaningful analysis, making Cloud 

Computing platforms essential for effective data processing and storage. 

Cloud Computing increases flexibility and reduces costs in agricultural business processes. Cloud Computing 

enables farmers and agribusiness enterprises to access powerful computing resources as a service without capital 

investment in hardware (Phasinam et al., 2022). Consequently, smallholder farmers can use a Cloud-based 

dashboard for live market prices or weather forecasts through mobile devices (Coble et al., 2018). In the same 

way, Cloud Systems enhance the sharing of data across the supply chain nodes, improving the flow of information 

and coordination (Liu et al., 2019). 

Combining Big Data with other technologies, especially Cloud Computing, intensifies the effect. Cloud platforms 

provide scalable infrastructure to store and process vast amounts of agricultural data. When integrated with IoT 

devices, these platforms can collect real-time data from multiple farms, enabling regional-level analysis of factors 

such as pest outbreaks or water usage patterns (Weraikat et al., 2024). To ensure that this shared data remains 

secure and trustworthy, Blockchain technology can be used to protect records stored in the Cloud. This enhances 

auditability and compliance, which is especially important in multi-stakeholder agricultural systems involving 

farmers, suppliers, regulators, and distributors (Kumar et al., 2020). 

Admittedly, despite these advantages, technical challenges still persist. In the case of farm data, there is always 

the risk of data leakage or theft because the data is stored in third-party Cloud servers. Hence, there is a need to 

encrypt the data and control access to the data (Evstatiev& Gabrovska-Evstatieva, 2021). Moreover, internet 

connectivity is still a problem in some rural areas, which poses a challenge in real-time Cloud-based analytics. 

Due to that, there is a need for Edge Computing to pre-process the data before forwarding it to the Cloud (Bronson 

& Knezevic, 2016). There is also an issue of interoperability between different formats of information and Cloud 

systems, where there must be standardisation for integration (Fuentes et al., 2024). 

Artificial Intelligence and Machine Learning 

Artificial Intelligence (AI) and Machine Learning (ML) enable technologies to develop self-optimising and self-

learning solutions in the Agricultural Supply Chain. AI can be described as systems that can carry out activities 

like human beings, such as decision-making, choice-making, and identification. In contrast, ML is the study of 

algorithms that can learn by themselves through data (Javaid et al., 2023). These technologies use Big Data from 

different sources, such as satellite images and sensors, to gain insights, to get better outcomes and to minimise 

operational hazards.  
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There is no doubt that the use of AI is most prevalent in predictive applications in agriculture. For example, AI 

models can forecast crop yields by analysing historical weather patterns, soil conditions, and planting schedules. 

Meanwhile, Neural networks and decision trees are some of the ML algorithms that can be used to estimate crop 

yields based on climate data, type of soil and market trends (Bestelmeyer et al., 2020). For example, Deep 

Learning algorithms analyse multispectral Drone imagery to identify signs of pest infestation or nutrient 

deficiency to make interventions (Zheng et al., 2019). Likewise, using Natural Language Processing (NLP) 

techniques produces demand patterns in the social media platform and market reports and can be used in 

determining the increase or decrease in demand; thus, improving inventory management (Kanyepe et al., 2024). 

Supply chain automation has also been improved by AI. Post-harvest processing involves using a computer vision 

system with IoT devices to check for any defects in fruits or grains with accuracy above 95% (Oliveira et al., 

2021). Reinforcement Learning algorithms learn to adapt to real-time traffic, fuel price and delivery time, which 

reduces transportation costs by 20% (Cheng et al., 2023).  

However, the use of AI is not without some technical issues. Good-quality tagged agricultural datasets are needed 

to train accurate models which are limited or unavailable (Smith, 2018). Such bias may be expected if the training 

data source is skewed towards large-scale farms, thus overshadowing smallholder conditions (Lioutas et al., 

2021). Computational complexity also requires large Cloud or Edge resources and therefore, suffers from 

scalability problems in resource-constrained environments (Qazi et al., 2022). To address these challenges, 

collaborative efforts are needed to establish standardised data acquisition formats and develop lightweight AI 

frameworks. 

Digital Twin 

Digital Twin technology creates dynamic virtual replicas of physical agricultural systems, enabling real-time 

monitoring, simulation and optimisation. A Digital Twin consists of four core components, i.e.,(1) physical 

entities (e.g., farms, machinery, crops), (2) virtual models built using computational algorithms, (3) bidirectional 

data flows connecting physical and virtual systems and (4) simulation engines for predictive analysis (Pylianidis 

et al., 2021). Digital Twin turns operational reality into Big Data and makes it easier to make decisions on 

behaviours in agricultural processes. 

As such, the primary use of Digital Twins is in testing various scenarios. Digital Twins also use IoT sensors, 

weather stations and satellite imagery to test outcomes under different conditions in real-time. For instance, 

irrigation can be scheduled based on soil moisture simulation, and rainfall and irrigation water use efficiency can 

be enhanced by 15-25% without compromising production rates (Gefraeye et al., 2021). Likewise, virtual storage 

space models replicate temperature changes to determine efficient cooling measures (Defraeye et al., 2021). 

Closed-loop control systems are also made possible by Digital Twins. Autonomous adjustments in physical 

environments are made by actuators based on commands received from virtual models, enabling precision 

agriculture applications. 

Nevertheless, there are technical challenges that have made the adoption of Digital Twins difficult. High-fidelity 

modelling involves a large amount of data and computational power, making it difficult for small-scale farms 

(Pylianidis et al., 2021). The quality of model accuracy is contingent on the data collected by the sensors, where 

errors are carried through simulations (Defraeye et al., 2021). Cybersecurity threats are also seen when 

interdependent systems increase the exposure of potential threats. Therefore, there is a need for encryption and 

access rights (Pylianidis et al., 2021). 
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Advanced Monitoring Technologies (Drones and Remote Sensing) 

Advanced monitoring technologies, including drones and remote sensing systems, provide high-resolution spatial 

and temporal data essential for precision agriculture and supply chain optimisation. Multispectral, thermal and 

Light Detection and Ranging (LiDAR) sensors mounted onto Unmanned Aerial Vehicles(UAVs)or Drones 

provide detailed aerial imagery of the crops, land and facilities. Remote sensing involves using satellite or aircraft-

borne sensors to study vast agricultural landscapes with details on vegetation health, water availability and 

environmental change (Mulla, 2013). These technologies facilitate real-time data acquisition that does not require 

physical assessment from the field.  

The key advantage of Drones is the flexibility and high resolution of the collected data. Crop conditions indicative 

of stress, like chlorophyll content and water deficit, can be measured by multispectral sensors at the plant level 

(Ardhy et al., 2024). Thermal imaging also reveals microclimates in a given area, which helps determine the right 

time to water in water-deficient areas (Guebsi et al., 2024). LiDAR helps produce 3D maps of the terrain, which 

is helpful for levelling operations and drainage systems (Guebsi et al., 2024). Remote sensing can complement 

drones since it covers a larger area. NDVI (Normalised Difference Vegetation Index) satellite systems monitor 

plant health over large areas of the farmlands, and hyperspectral sensors, on the other hand, detect nutrient 

deficiencies that are not visible to the human eye (Mulla et al., 2013). 

However, technical constraints prevent its use in the broader economic activities of society. Constraints include 

the limited endurance of batteries and their carrying capacity. This significantly limits Drone use, especially in 

large corporate farms (Guebsi et al., 2024). In fact, Drone sensor accuracy depends on the atmospheric conditions, 

and the performance of the sensor needs to be validated from time to time (Guebsi et al., 2024). Data processing 

requires significant computing power, especially when analysing large volumes of high-resolution data in real-

time (Guebsi et al., 2024). Two challenges critical for scalability include the standardisation of data formats and 

the reduction of the cost of sensors. The standardisation challenge stems from proprietary data formats used by 

different manufacturers, which create integration barriers and prevent seamless data exchange across agricultural 

systems. Cost barriers particularly affect smaller agricultural operations, as advanced sensing equipment requires 

substantial capital investments that many farmers cannot afford, thus limiting the technology's reach and overall 

impact on agricultural transformation. 

Summary on Digital Technologies in The Agricultural Supply Chain 

Table 1 presents the core digital technologies applicable to the agricultural supply chain, as identified through the 

review of relevant literature conducted in this study. 
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Table 1: Summary of Core Digital Technologies in Agricultural Supply Chains 

Technology Core Function 
Key Synergistic 

Technologies 
Primary Challenges 

Representative 

Studies 

Internet of 

Things (IoT) 

Real-time data acquisition 

(environmental/equipment status), 

automated control 

Blockchain, AI, 

Cloud Computing 

Network heterogeneity, 

energy constraints, 

cybersecurity vulnerabilities 

Ardhy et al. (2024); 

Sun & Zhang 

(2024) 

Blockchain 
Immutable data recording, brilliant contract 

execution, end-to-end traceability 

Blockchain, AI, 

Cloud Computing 

Scalability limitations, 

energy-intensive consensus, 

cross-chain interoperability 

Baralla et al. 

(2021); Leng et al. 

(2018) 

Big Data & 

Cloud 

Computing 

Large-scale data storage, distributed 

computing, predictive modelling 

IoT, AI, 

Blockchain 

Data privacy risks, network 

latency, system 

interoperability 

Kamilaris et al. 

(2017); Coble et al. 

(2018) 

AI & Machine 

Learning 

Predictive analytics (yield/demand), 

automated decision-making (routing/QC) 

IoT, Digital 

Twins, 

Blockchain 

Data quality dependency, 

algorithmic bias, 

computational complexity 

Zheng et al. (2019); 

Kanyepe et al. 

(2024) 

Digital Twin 
Virtual simulation, real-time optimisation, 

predictive maintenance 

IoT, AI, 

Blockchain 

High-fidelity modelling costs, 

error propagation, 

cybersecurity risks 

Pylianidis et al. 

(2021); Defraeye et 

al. (2021) 

Advanced 

Monitoring 

High-resolution data capture (drones), 

large-scale environmental sensing (remote 

sensing) 

IoT, AI, 

Blockchain 

Drone battery limits, sensor 

calibration demands, 

computational load 

Mulla (2013); 

Guebsi et al. (2024) 

 

 DIGITAL TECHNOLOGY APPLICATIONS ACROSS THE AGRICULTURAL SUPPLY CHAIN   

 STAGES 

This section will explain digital technology applications that are applied in the agricultural supply chain stages. 

Production Stage 

The production phase of the supply chain in agriculture has unique factors such as resource utilisation, climatic 

factors, pest control and yield issues. Since digital technologies are multi-layered, it becomes possible to support 

precision farming and data-driven decision-making for the industry. 

Layered Technology Implementation 

Generally, digital technologies in agricultural production operate across three interconnected layers. They are: 

a) The Device Layer – In line with section 3.1, these field devices lay the groundwork for precision 

agriculture by providing highly detailed, real-time data. Ardhy et al. (2024) provided a way forth 

monitoring systems by using IoT to identify the fluctuations in the soil moisture across the different 

field zones with an accuracy of more than 95% for efficient irrigation scheduling. 

b) The Edge Layer - This layer is responsible for data gathering, initial processing and controlling the 

system's interaction with other systems. This layer processes real-time data before transmitting data to 

the Cloud systems, which minimises the amount of data transmitted and offers a timely response to field 

conditions. Sun and Zhang (2024) designed an agricultural logistics control system based on the MQTT 

protocol, Edge computing, and can quickly determine the required irrigation for multiple field locations 

within several seconds instead of hours.  

c) The Cloud Layer - Computation-wise, rich capabilities at the Cloud layer support complex modelling, 

data warehousing, and forecasting. The AI models of agriculture involve using yield data, climate data 

and market data to make decisions on resource allocation and prognosis. Fuentes et al. (2024) explained 

that AI systems based on Cloud technology are capable of incorporating historical weather data for five 

years, and that data from sensors could predict the required irrigation level at 92% precision.  
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Figure 1: Layered Digital Architecture for Agricultural Production Stage Management.(Source: Authors' Elaboration) 

 

Key Applications in Production 

The integration across these layers facilitates several critical applications especially in the areas listed below: 

a) Precision Resource Management: Internet of Things (IoT) - Essentially, IoT sensor networks for 

water and fertilisers through edge computing to cloud analytics. In the study by Phasinam et al. (2022), 

various cases of using soil moisture sensors interfaced with an automatic irrigation system showed that 

water use can be cut by 28 percent while ensuring yields remain constant. The experiment incorporated 

wireless sensor nodes, commonly known as the Device layer. It relayed data to local processing units, 

known as the Edge layer and then to Cloud-based predictive models to produce efficient irrigation 

programs. It has also been discovered that precision fertilisation that utilised nutrient sensors regulated 

the application rates and reduced chemical inputs by 15 to 20 percent while increasing the yield 

variability (Abiri et al., 2023). These systems show that the layered system can address the issue of 

responsive resource management depending on the field conditions. 

b) Continuous Monitoring and Early Detection - Continuous monitoring feeds the Edge and the Cloud 

layer to detect anomalies before they can be observed. Kawre et al. (2024) designed an IoT-based crop 

monitoring system while incorporating distributed sensors to monitor small changes in the plant 

transpiration rates and determine the water stress period. This data was pre-processed at the Edge layer 

to remove anomalies to avoid overwhelming Cloud-based analytical systems and correlate them with 

the typical stress patterns. Multispectral cameras mounted on Drones improved monitoring. Guebsi et 

al. (2024) noted that Drones detected early infections up to two weeks before scouts did the visual 

inspections. 

c) Decision Support Systems - The Cloud layer comprises data from sources good for decision-making 

in the management of farms. Savaliya et al. (2024) proposed a Cloud-based crop prediction system that 

computed the crop production of previous years. While the current year crop sensor values and future 

forecasted crop conditions provide guides on optimal planting period, which helps farmers to increase 

crop production by 8 to 12%. Other platforms capture agricultural practices and production data through 

the Blockchain, and data analysis leads to a set of suggested actions (Fu et al., 2020).  

Jakarbet et al. (2024) showed that by integrating ML algorithms with field sensor networks, it was possible to 

predict suitable crops according to present environmental conditions, therefore assisting farmers in choosing the 

right variety and time to plant them. 
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The framework depicted in Figure 1 shows a clear and logical structure that can be used to study how digital 

technologies produce agriculture via the Device, Edge and Cloud layers. This approach allows for the 

enhancement and complexity of the analysis and optimisation throughout the growing season, which results in the 

rational use of resources, less negative impact on the environment and higher production. Favourably, with the 

reduction in technologies and a general enhancement in understanding their implementation in agriculture, these 

systems are becoming more popular among operational establishments. 

Processing and Storage Stages 

Agricultural supply chains' processing and storage phases concern perishability, quality issues and waste. Digital 

technologies usually solve these challenges via effective monitoring, automated processing and data-driven 

storage management systems (Iftekhar et al., 2020; Grecuccio et al., 2020). 

Layered Technology Implementation 

Like in the production phase, Modern digital technologies used in the processing and storing of agricultural 

products operate on the three interrelated layers that allow for monitoring, analysis and optimisation. The 

framework, as shown in Figure 2, facilitates efficient data flow from physical operations to decision-making 

systems. 

 

 

Figure 2: Layered Digital Framework for Agricultural Processing and Storage Stages (Source: Authors' Elaboration) 

 

The Device layer provides the base through dedicated sensing and monitoring equipment. Garrido-López et al. 

(2024) explained that wireless sensor networks in storage facilities are where temperature, humidity, ethylene and 

other factors are closely monitored with a precision of less than ±0.3°C of temperature. In terms of processing 

facilities, Casino et al. (2020) found that IoT sensors enhance the quality deviation in the dairy production line. 

These technologies help to form an extensive system of creating digital replicas of the physical parameters.  

At the Edge layer, computing infrastructure in the local area deals with data received from sensors to facilitate a 

timely response. Solutions provided by Edge computing in horticultural storage that convert sensor data into real-

time environmental control were experimented with by Defraeye et al. (2021), and they found a significant 

increase in product freshness. For processing operations, Qian et al. (2020) found that the Edge system was able 

to analyse characteristics of incoming shipments and produce self-optimising yield and energy consumption. 

The Cloud layer provides high-end computational capabilities for analytical and system administration. The 

authors Fuentes et al. (2024) showed how AI in the Cloud uses performance data and operation data to increase 

storage savings by minimising loss. According to Padma et al. (2024), established Blockchain implementations 
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regulate the records through processing and storage operations and decrease the time during contamination 

investigations from days to minutes. 

Key Applications in Processing and Storage 

In processing and storage operations, digital technologies have made it possible to solve some problems that have 

been persistent while opening up new value propositions. Computer vision systems are more effective regarding 

quality management than conventional inspection strategies. Jagtap et al. (2020), managed to portray cases where 

the use of automated visual inspection systems increased the defect detection rate compared to manual inspection. 

These systems allow for constant surveillance rather than just taking snapshot samples. Therefore, the quality 

issues are detected almost immediately, thus minimising wastage.  

Predictive analytics improve storage management since they provide information on possible trends in the quality 

of products. Weraikat et al. (2024) reviewed ML systems employed on past and present data for the estimation of 

conditions and duration of storage. This makes managing the facility's inventory possible by moving products 

with certain risk factors into the market before they get spoiled. According to Defraeye et al. (2021), several 

applications of the Digital Twin technology in storage have revealed considerable potential for optimising 

temperature fluctuations and product perishability. 

One of the most significant advantages of using Blockchain technology is that it provides transparency and non-

reversible records in processing and storage activities. Barilla et al. (2021) discussed several case studies on food 

processing facilities where multiple parameters were captured for each batch, thereby cutting down the time taken 

to verify the quality of the batches as well as improving efficiency in the availability of information downstream. 

During safety incidents, Blockchain systems effectively identify the impacted products. Casino et al. (2020) reveal 

that Blockchain enabled specific recalls, which had much lower costs than traditional traceability systems.  

The combination of IoT and Blockchain has led to the development of more reliable automated documentation 

systems. Lohith Kumar and Raj (2022) discovered that effective implementations in which storage condition 

sensors captured the data and stored it in a Blockchain-based ledger reduce the need for manual recording and 

maintain the record's authenticity. Shahid et al. (2020) also explained that compliance verification was automated 

through smart contracts, raising alerts when storage conditions were not as required, but could provide full audit 

trails that reduced verification time. 

Consumer applications acquire the benefits of traceability to the end consumers in the food chain. According to 

Qian et al. (2020), Blockchain systems were applied to link the processing and storage of information with 

consumer applications, where product information was authenticated. This helped to open market segments and 

make it possible for traceability to be rewarded through higher prices in specific markets. These examples prove 

that digital technologies could effectively replace conventional handling and archiving of records by practising 

innovative and efficient processes. 

Logistics and Distribution Stage 

The agricultural supply chains' logistics and distribution stage involves moving, handling and delivering agrarian 

products from processing facilities to retail markets. This stage encompasses transportation management, cold 

chain logistics, route optimisation, warehouse operations and inventory distribution (Jedermann et al., 2014; 

Drljača & Sesar, 2023). Remarkably, IT solutions have provided solutions to some of the concerns, such as 

product deterioration, transport, lack of visibility and distribution issues (Wang et al., 2024). 

\ 
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Layered Technology Implementation 

Integrated digital technologies in the agricultural logistics and distribution systems exist in the Three-Tier 

Logistics Model that facilitates product flow control, enhancement and orchestration. This framework provides 

real-time tracking, timely decision-making and cooperation within the logistics networks as illustrated in Figure 

3. 

 

 

 

 

 

 

 

 

 

 

Figure 3: Layered Digital Framework for Agricultural Logistics and Distribution(Source: Authors' Elaboration) 

 

Logistics operations use various sensors and tracking systems at the Device layer to manage their activities. 

Garrido-López et al. (2024) identified cellular IoT solutions used to track perishable commodities during 

transportation, where they continually report temperature, humidity and shock data with a transmission frequency 

of 15-minute intervals. Wan Mohamad and Rakiman (2023) discuss RFID systems that enabled item-level 

tracking in every channel of distribution. This improves the product's condition and location information, which 

finally leads to the minimisation of product losses. These technologies provide digital transparency concerning 

the physical assets throughout the movement and handling processes. 

The Edge layer processes data in real time, facilitating logistics decision-making. Sun and Zhang (2024) 

emphasise that Edge computing has been applied in agricultural logistics control systems, where environmental 

and location data were used to determine the best route to deliver locally and to adjust the time of the delivery 

schedule. Raj et al. (2024) described mobile computing platforms based on how large vehicle condition 

monitoring data could be processed and what corrective actions to be taken as soon as the environmental 

conditions exceeded the stipulated limits. These Edge capabilities also enable the management of the Cloud with 

short bursts of connectivity into the Cloud environment. 

Cloud layer systems are used to optimise logistics management at all layers of the procedures. Shanmugapriyaa 

et al. (2023) examined Cloud platforms that utilised the supply chain data from different sources to establish the 

best distribution networks to enhance vehicle productivity without increasing empty miles. Wang et al. (2024) 

reported that the Blockchain-based systems had consistent records of transport and handling points, thus 

developing authenticated records of custody. These Cloud capabilities take the complicated and disintegrated 

logistics processes and turn them into unified, information-based systems. 

Key Applications in Logistics and Distribution 

Digital technologies put into place various possibilities that help solve the problems of agricultural logistics' 

duration and quality preservation, thereby creating new management activities to improve agricultural pursuits. 
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The control of the cold chain has been improved through continuous monitoring and control. In their study, 

Garrido-López et al. (2024) stressed IoT solutions that provide constant temperature records from the processing 

level up to the delivery at the retail outlets. These systems provided real-time monitoring of temperature 

excursions so that timely measures could be taken before the quality of the products was affected. This resulted 

in temperature monitoring that gave only 4-6 data points, while IoT-based systems gave visibility throughout the 

transport process, reducing spoilage cases.  

Transportation optimisation then entails the use of real-time information to improve this aspect and, at the same 

time, minimise the side effects on the environment. TÜRKSOY (2023) reveals that Drones acquire the route's 

condition and feed this information to the AI-based routing systems. The latter minimised the delivery time and 

fuel usage by adapting routings to the current situation instead of pre-planned routings. Undre and Jokonya (2024) 

discussed some implementations where weather, traffic and product conditions were incorporated in the choice 

of the mode of transport and time of transfer to minimise both cost and carbon footprint. Advanced distribution 

coordination shifts from the traditional dispersed supply chain logistics into integrated flexible systems. 

Shanmugapriyaa et al. (2023) discussed the Blockchain-based distribution platforms that ensured the constant 

availability of the product for visibility and the automation of the documentation of transactions between the 

logistics partners. They provided an excellent opportunity to optimise the work of managers and improve 

cooperation between different services. Daw (2024) demonstrated how Drone-based image processing enables 

agricultural forecasting that provides real-time visibility of crop yields and inventories. This results in more 

responsive allocation decisions that reduce stockouts and oversupply situations in distribution networks. 

Last-mile delivery solves the last and most complex and expensive link in the supply chain of agriculture. 

According to Raj et al. (2024), UAV applications in agricultural logistics enable the timely delivery of products 

in remote areas. They greatly enhanced the quality of service for perishable commodities, especially in developing 

business environments. According to Casino et al. (2020), other mobile-enabled delivery verifications were those 

that confirmed the condition of the delivered product with transfer documents that were believed to limit conflict 

while at the same time ensuring quality assurance in the supply chain. 

Retail and Consumption Stage 

Agricultural supply chains' retail and consumption stage refers to the last point where consumers acquire products 

through outlets, including physical stores, online shops and direct selling. This stage includes inventory 

management, consumer interaction, product display and promotion (Wang & Ng, 2018; Cho et al., 2019). Digital 

technologies help solve the problems associated with food waste, lack of trust between buyers and sellers, 

accelerate inventory management and facilitate new customer interactions (Zhang et al., 2018; Yeo et al., 2017). 

 

Layered Technology Implementation 

Digital technologies in the retail and consumption stage operate within a three-layer framework that connects 

physical products with data-driven consumer experiences and business optimisation systems. This integrated 

approach enables responsive inventory management, enhanced consumer engagement, and improved data-driven 

retail operations as illustrated in Figure 4. 

 

 

 

 

 



ASEAN Entrepreneurship Journal (AEJ) | Vol 11 No 2, 118–139, 2025 | e-ISSN: 2637-0301 

 

131 

 

Figure 4: Layered Digital Framework for Agricultural Retail and Consumption (Source: Authors' Elaboration) 

 

The Device layer develops tangible link between products and digital technology. Barilla et al. (2021) highlighted 

the innovative packaging with NFC tags that let consumers use their smartphones to get reliable product 

information. Such system enables consumers to check the origin of the products, how they were produced and 

their handling history. Iftekhar et al. (2020) discussed freshness monitoring sensors installed into packages which 

give a message about the product's freshness and remaining shelf life so that consumers can use the product at the 

right time, avoiding wastage and spoilage.  

The Edge layer is responsible for processing data concerning the store's operation and consumer experience. 

Zhang et al. (2018) investigated intelligent shelving systems that used weight sensors and computer vision for 

real-time inventory visibility to cut down the issues of stockouts by 30% as opposed to the conventional inventory 

systems. Yeo et al. (2017) described the kiosk systems that provide information about the products, usage and 

preparation tips depending on consumers' choices. 

The Cloud layer enables the optimisation of all the systems and coordination across different channels. Wang and 

Ng (2018) defined AI in supply chains as demand forecasting systems that are able to predict consumers' buying 

behaviours with much higher levels of precision, with a view to eliminating stock-out and overstock situations in 

the retail chain. In their study, Li et al. (2021) focused on e-commerce platforms that connected online and offline 

stores, which provided customers with similar experiences and also ensured efficient inventory coordination 

between online and brick-and-mortar stores. They found that Cloud capabilities enhance the retail operating model 

from a system of disconnected parts to a consumer activation system. 

Key Applications in Retail and Consumption 

Digital technologies have significant implications across retail and consumption processes and issues in creating 

new forms of consumer interactions and organisational models. Transparency and authentication systems 

contribute to promoting trust by confirming the information regarding the products. Barilla et al. (2021) described 

retail use cases based on Blockchain, which enabled consumers to gain reliable information about the product's 

origin, manufacturing and previous handling. These implementations gave substantial competitive benefits to the 

participating brands, as consumers were ready to pay a premium price for the products with claimed attributes. It 

converted passive packaging into active information mediums, which may help with branding and creating 

customer awareness and trust. 

Omni-channel retail means the availability of a fully synchronised online and offline selling interface for 

consumers. Liu et al. (2021) sampled implementation strategies involving multichannel strategies that 
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incorporated online to offline platforms for e-commerce, where a consumer can research the product online, 

purchase through an app and pick up the product from a convenient physical store. This integration enabled proper 

utilisation of inventory and, at the same time, increased the convenience of consumers by providing them with 

various purchasing options. In their observation, Lu and Reardon (2018) observed how digital platforms disrupted 

agricultural retail by connecting producers directly to consumers, thereby eliminating intermediaries and creating 

new markets for quality products peculiar to the regions.  

Intelligent retail environments can enrich the shopping experience by using various technologies. Zhang et al. 

(2018) discussed several cases where physical stores adopted digital signage, product sense and recommendations. 

These environments helped consumers by offering them detailed product information, usage instructions and 

recommendations for other related products that could be purchased, thus improving the shopping experience and 

the purchase value. In a similar study, Cho et al. (2019) pointed out that the use of mobile applications offers 

recommendations based on past purchases, the consumer's diet preferences and seasonal produce. By and large, 

these enhance consumer satisfaction and increase basket size. 

Subscription and direct-to-consumer models build regular interactions through digital channels. Yeo et al. (2017) 

described subscription services that offer products based on consumer preference and limited seasons. These 

implementations help cut wastage by improving demand and supply methods while simultaneously providing 

producer markets. Wang and Ng (2018) examined direct-farm connection platforms that facilitate consumers to 

extend their patronage to individual producers. 

The Conceptual Framework for Digital Transformation in the Agricultural Supply Chains 

Previous sections discussed the major digital technologies used in various stages of the agricultural supply chain. 

These technologies are now developed into the Conceptual Model that can transform the agricultural supply chain 

into Digital systems. The outlined framework, named the Integrated Layered Framework for Digital Technology 

Application in Agricultural Supply Chain, is elaborated in Figure 5. This approach facilitates analysing, adopting 

and finally transforming the Agricultural Supply Chains into adopting digital technologies. 

 
Figure 5: Integrated Layered Framework for Digital Technology Application in the Agricultural Supply Chains (Source: Authors' Elaboration) 
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Layered Framework 

The technological structure of the framework presented in this work is a three-layered structure that can be 

considered the basis of the digital transformation (explained in Figure 5). Each layer comprises certain 

technologies related to the various stages of the agricultural supply chain. 

a) Device Layer - This layer comprises IoT Sensors, Drones and Remote Sensing that provide objective 

information about the farm environment. These technologies build up the digital platforms by collecting 

field-level data.   

b) The Edge Layer - This layer analyses data in real-time and performs preliminary processing. AI, ML, 

and Digital Twin technologies perform data processing on the collected data at or near the source. Edge 

computing returns and reduces the amount of data transmitted through the network while providing an 

almost real-time response to the conditions in the field (Sun & Zhang, 2024). They make it possible to 

assess the feasibility of particular strategies in the field of agriculture without their actual application.  

c) The Cloud Layer - This layer offers high-level computational capabilities for data analysis, historical 

data storage and system management. Big Data, Cloud Computing and Blockchain technologies process 

accumulated data and provide patterns, trends or forecasts along with efficiency in operations.  

Digital Transformation Pathway 

This framework involves three gradual steps of the digital transformation process that organisations should adopt 

depending on the organisation's capabilities and goals. They are:  

a) The First level: Basic Digitalisation - This initial level usually involves adopting single technologies in a 

company, most of which are at the Device level. Companies start with fundamental data acquisition systems, such 

as IoT sensors or Drones, to measure certain factors. This stage sets digital presence and lays the groundwork for 

higher-level use. Saiz-Rubio and Rovira-Más (2023) observed that the early stages of digitalisation involve 

tracking essential parameters that are not very interconnected.  

b) The intermediary phase: Integration Step up - This intermediary phase scales up to encompass multiple 

technologies that operate in harmony and reach the Edge layer. Information exchange between technologies 

enhances the provision of more information. The IoT sensors and Edge computing integration allow data 

processing on the local level and make fast decisions. In the study by Fu et al. (2020), they found that using 

integrated Blockchain-IoT systems enhanced traceability and reduced verification time compared to a single 

technology. 

c) The final stage - This is the integration of all three layers of the comprehensive intelligence. Many technologies 

are integrated into the supply chain management, i.e. starting from automating decision-making and finally being 

able to predict. Kittipanya-Ngam and Tan (2020) identified mature implementations in which Cloud analytics, 

Edge processing and field-level sensing lead to self-optimising agricultural systems which improve performance 

over time. 

Technology Integration and Synergy 

This framework also reveals recursive dynamics within the technology layers, where some layers provide support 

and reinforcement to the other layers. The detailed explanation is as follows: 

a)  Real-time Analysis - The interaction of the Device and Edge layers makes it possible to process information 

from the field as it is received.  
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b) Advanced Analytics and Predictive Modelling - Similarly, the Edge layer and Cloud layers work with 

processed data flows that can be used for higher-level analysis and prediction.  

c) Optimised Control Instructions - Cloud and Device layers are coupled by instruction channels that allow data 

analysis to be translated into field actions.  

d) Value Creation Flow - This framework also includes value-added flow that describes how data creates 

organisational values.  

Overall, this study has developed an Integrated Layered Framework, which is a holistic model that is applicable 

to all agricultural sectors' digital transformation of supply chain pursuits. Implementing this progressive 

transformation pathway, especially paying attention to the three layers and their technology synergies, this study 

is confident that different levels of agricultural organisations can improve their agricultural operations' efficiency 

and sustainability. 

 

CONCLUSION 

This paper formulates a transparent conceptual model that could be used to undertake the digital transformation of supply 

chains in the agricultural sector. This Integrated Layered Framework is a highly structured approach that integrates 

digital technologies into the agricultural supply chain by adopting leading present-day digital technologies and their 

feasible applications at various stages of the chain.  

Essentially, this study reveals that six dominant digital technologies arranged in a three-tier structure could expedite the 

agricultural supply chain. This study reiterates that through the Device layer, it is confirmed that IoT, Drones and Remote 

Sensing technologies could effectively facilitate the digital base data collection for the framework. Meanwhile, AI and 

Digital Twin technologies incorporated in the Edge layer could integrate real-time analysis and decision-making to be 

done simultaneously. In addition, other Cloud layer solutions such as Blockchain, Big Data and Cloud Computing offer 

advanced analytics and system-wide coordination. Consequently, this framework's digital transformation pathway, i.e., 

progressing from essential digitalisation via smart digital technology integration and comprehensive intelligence, could 

finally tackle diverse implementation issues faced by smallholder farms and large agricultural enterprises (Yang et al., 

2021). 

However, despite the transformative strength of all the digital technologies, other significant implementation challenges 

remain to be overcome. One of them is Digital literacy issues (Lioutas et al., 2021). This constraint limits access to 

infrastructure, especially in rural areas (Jedermann et al., 2014) and causes the inability for smallholders to afford the 

cost of e-commerce (Yadav et al., 2020). Therefore, affordability is another significant issue that limits e-commerce 

uptake. This study concurs with another study that there is a dire need to focus not only on digital technologies but also 

on human-centric technologies (Chutcheva, 2025). Hence, interoperability frameworks (Pathak et al., 2024), and 

technologies that promote sustainability in the environment as well as the supply chain (Ibrahim et al., 2024) are duly 

examined. Indeed, the conceptual framework outlined in this study could play its role in overcoming the flaws in the 

existing agricultural supply chain and could enhance current practices to be more effective, accountable and sustainable 

in the long run. 
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