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ABSTRACT

Malicious URLs impose significant risk when access, including scams, attacks, and fraud either
intentionally or unintentionally. This paper utilizes machine learning techniques to safeguard these
threats. The research reviews current research surrounding machine learing and employs an ensemble
approach to improve detection accuracy. Top models such as Decision Tree, Random Forest, AdaBoost,
and XGBClassifier will be combined, in addition Voting Classifier with hard voting will also be used.
The machine learning model's performance and its effectiveness are evaluated in the aspects of
accuracy, precision, recall, and F1-score.

Keywords: Malicious URL Detection, Feature Extraction, Machine Learning, Ensemble Model, Voting
Classifier.

INTRODUCTION

The advancement of information technology and internet have caused the number of malicious Uniform
Resource Locators (URLs) to increase. These web addresses created impose significant risk including
scams and fraud when accessed, either intentionally or unintentionally. According to a report by
Cybersecurity Malaysia in 2023 (Jan to June), about 85.23% of cyber incidents in Malaysia involved
malware, while 14.77% were related to phishing, including phishing URLSs, IP addresses, and domains.
Traditional methods such as updating lists of known malicious URLs manually, are insufficient to keep
up with the constant evolution of new cyber threats. In order to address these challenges, researchers
consider machine learning, which uses data-driven approach to identify patterns and traits that suggest
malicious intent, enabling a more effective detection of new and evolving malicious URLs.
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Ensemble learning has been widely applied to detect phishing and malicious URLs due to its strengths
in combining several classifiers in improving accuracy and robustness. For instance, Al-Haija and Al-
Fayoumi (2023) demonstrated such ability by achieving 99.3% accuracy using an ensemble of bagging
trees, while Kalabarige et al. (2022) introduced a multilayered stacked ensemble (MLSELM) that
achieved accuracy rates between 96.79% and 98.90% across multiple datasets. In addition, Ghaleb et
al. (2022) demonstrated a two-stage ensemble model using Random Forest (RF) for preliminary
classification and Multilayer Perceptron (MLP) for final decision-making, showing a 7.8% accuracy
improvement when using cyber threat intelligence features. Ghaleb’s model however posed noise in
high dimension cases.

Ghaleb et al. (2022) developed a phishing detection model using genetic-based ensemble classifiers.
Base classifiers such as AdaBoost, Bagging, GradientBoost, Random Forest, XGBoost, and LightGBM
were trained to identify malicious URL features. These classifiers are optimized using a Genetic
Algorithm for better accuracy and were combined with stacking for final predictions. On the other hand,
Sameen et al. (2020) introduced a phishing detection system called PhishHaven, that leverages lexical
analysis with URL HTML encoding. This model integrated URL Hit approach to address tiny URL
detection and utilized an unbiased voting mechanism to reduce potential false classification. Mondal et
al. (2021) proposed an ensemble learning-based approach that integrates multiple classifiers with a
novel thresholding feature to further refine predictions by selecting the highest-probability label for
final classification.

Rashid et al. (2020) proposed a method that integrates automated web page collection, preprocessing,
feature extraction, and dimensionality reduction via PCA with SVM, achieved 95.66% accuracy,
proving to be the most effective in distinguishing phishing from legitimate sites. Korkmaz et al. (2020)
designed a phishing detection using Random Forest model and showed that their work has the highest
accuracy performance of 94.59%. Recent studies have suggested some promising results in detecting
malicious and phishing URLs using deep learning model. For instance, Wang et al. (2021) developed a
CNN-based model with vector embedding, dynamic convolution, and block extraction modules,
achieving 98% accuracy by combining automated and manual feature extraction. Afzal et al. (2021)
proposed URLdeepDetect, a hybrid framework using LSTM and & -means clustering for semantic and
lexical analysis, reaching 98.3% and 99.7% accuracy, respectively.

Other hybrid and multi-model approaches are also worth its mention. For examples, Somesha et al.
(2020) integrated DNN, LSTM, and CNN with feature extraction from URL obfuscation, hyperlinks,
and third-party information, achieving accuracy above 99.4% across models, with LSTM peaking at
99.57%. Khukalenko et al. (2023) focused on lexical and network features, comparing multiple
classifiers, and found XGBoost and Random Forest to be the most effective. In short, these studies
underscore the effectiveness of CNNs, LSTMs, and ensemble methods in detecting phishing URLs,
with constant and high accuracies of about 98%. These indicate both the potential and computational
challenges of deep learning in cybersecurity.

In this paper, we construct a high-performance machine learning model and perform malicious URL
classification using ensemble models for better detection and further categorizing them into different
types. We then evaluate the model’s performance when implementing a balanced and imbalanced
dataset. The remainder of this paper is organized as follows: Section 2 delves into the research
methodology. Section 3 outlines the results and discussion. Finally, we summarize the key findings,
limitations, and potential future research directions in Section 4.

METHODOLOGY

The following Figure 1 depicts our proposed model, which is geared towards optimizing the
classification process by integrating the most effective classifiers through a voting mechanism.
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Figure 1

Flowchart of Proposed Model.
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In the model training and evaluation phase (third phase in Figure 1), the accuracy is computed via

True Positive + True Negative

Accuracy = — : — .
True Positive + True Negative + False Positive + False Negative (1)

On the other hand, the evaluation phase (fifth phase in Figure 1), the precision, recall, and F1-score
are calculated based on the following formulation:

True Positive

Precision = — —
True Positive + False Positive (2)
True Positive
Recall = — :
True Positive + False Negative 3)
Fl-Score = 2 Precision x Recall
Precision + Recall )
RESULTS AND DISCUSSION

In this section, we present our findings obtained from machine learning for malicious URL detection
via our proposed model. The simulation is carried out using Python 3.11.17 (myenv) and libraries such
as TensorFlow, Keras, NumPy, and Matplotlib. Visual Studio Code serves as the primary development
environment due to its versatility and ease of use.

The following Table 1 to Table 4 layout the results for imbalanced dataset, balanced dataset with
balanced random forest, balanced dataset under sampling and balanced dataset over sampling,
respectively. It should be noted that each class represents categories where Class 0 is for benign, Class
1 for defacement, Class 2 for phishing and Class 3 for malware respectively.
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Table 1

Model Result for Imbalanced Dataset.

Imbalanced Dataset
Measurement

Class 0 Class 1 Class 2 Class 3
Precision 0.92 0.95 0.85 0.97
Recall 0.98 0.98 0.58 0.88
F1 Score 0.95 0.96 0.69 0.92
Accuracy 91.85%
Cross-Validation Accuracy | 91.69%

Table 2

Model Result for Balanced Dataset with Balanced Random Forest.

Measurement Balanced Dataset with Balanced Random Forest
Class 0 Class 1 Class 2 Class 3

Precision 0.92 0.95 0.85 0.97

Recall 0.98 0.98 0.58 0.88

F1 Score 0.95 0.96 0.69 0.93

Accuracy 91.88%

Cross-Validation Accuracy | 91.69%

Table 3

Model Result for Balanced Dataset with Random Under Sampling.

Measurement Balanced Dataset with Random Under Sampling
Class 0 Class 1 Class 2 Class 3

Precision 0.95 0.92 0.50 0.83

Recall 0.83 0.97 0.74 0.91

F1 Score 0.89 0.95 0.60 0.87

Accuracy 84.42%

Cross-Validation Accuracy | 86.25%
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Table 4

Model Result for Balanced Dataset with Random Over Sampling.

Measurement Balanced Dataset with Random Over Sampling
Class 0 Class 1 Class 2 Class 3

Precision 0.92 0.95 0.85 0.97

Recall 0.98 0.98 0.58 0.88

F1 Score 0.95 0.96 0.69 0.93

Accuracy 87.91%

Cross-Validation Accuracy | 92.88%

Based on the above results, the proposed model achieved the highest accuracy result of 91.88% by
applying Balanced Random Forest. The proposed model also achieved the highest cross-validation
mean accuracy of 92.88% by applying Random Over Sampling.

CONCLUSION

In conclusion, we constructed a high-performance machine learning model and used it to detect
malicious URLs. We began by studying the existing work on malicious URL detection using machine
learning models, which provided valuable insights into the strengths and weaknesses of prior
approaches and guided the design of our model. We then constructed our own machine learning model
and applied ensemble learning through a voting classifier to enhance detection accuracy. This approach
allowed us to perform malicious URL classification effectively and able to categorize URLSs into several
types, that are benign, defacement, phishing, and malware. Ultimately, we evaluated the performance
of'the model on both balanced and imbalanced datasets. The results demonstrated that while imbalanced
data provided strong baseline accuracy, the use of balancing techniques such as Balanced Random
Forest and Random Over Sampling improved overall performance and ensured fairer classification
across different classes. These results confirm that ensemble learning, combined with appropriate
handling of class imbalance, can produce a reliable and effective model for malicious URL detection.
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