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ABSTRACT 

The digitalisation of devices and systems has become a defining feature of technological advancement 
in the modern era. This particular scenario is considered to have a major impact on the increasing 
recognition of Digital Forensics (DF) as a valuable tool for investigative procedures in assisting 
organisations, especially Malaysian Information Technology Organisations (MITO) in resolving issues 
related to digital incidents that occur in their organisations. However, MITO in Malaysia who are not 
exposed to the use of DF in developing countries have a negative impact on digital evidence 
investigations which can reduce the time to resolve digital incidents, cost effective, impactful, and 
efficient. This paper looks at the variables that MITO in Malaysia can consider when deciding whether 
to adopt Digital Forensics or not. PRISMA is the reference methodology used in this study to determine 
these factors and create an early adoption model. Eleven factors that influence the decision to adopt 
Digital Forensics were identified by the methodology. According to the premise of the TOE framework, 
these factors are organised into three dimensions: technology, organisation, and environment. This 
study contributes by addressing the key motivators that characterise the adoption of innovations at the 
organisational level, where they will then be used to develop an adoption model, and an understanding 
of the Digital Forensics context. 

Keywords: Computational Forensic, Computer Forensic, Cyber Forensic, Digital Forensic, Electronic 
Record Forensic 
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1.0   INTRODUCTION 

The proliferation of digital devices and systems has been a defining feature of the rapid 
evolution of the information age. As a result, there is a growing demand for Digital Forensics 
(DF), a useful tool that helps organisations in respond to various types of cybercrime and 
produce digital evidence that can be admissible in court through legitimate evidentiary 
investigation. The rate at which DF technologies are being incorporated into the technological 
structure of organisations in developing countries is not encouraging, despite the benefits that 
can be realized from DF technologies (Aswami et al., 2012; Kasun et al., 2016; Khuram et al., 
2014). IT companies are among the businesses needed in developing countries to deal with 
digital incidents. Their expertise in identifying and mitigating cybersecurity threats has 
contributed significantly to recovery efforts, strengthening system security for prevention in the 
future. But only a small proportion of these businesses have integrated and adopted DF into 
their company systems to facilitate fast, affordable, effective, and low-impact digital 
investigations (Aswami et al., 2012; Aswami & Izwan, 2008). 

Rafizah and Aishah (2013) reported an increasing demand for DF investigations and 
incident cases to be handled by Cyber Security Malaysia (CSM), an organisation under the 
Ministry of Science, Technology and Innovation that acts as one of the authoritative bodies in 
matters related to cyber and digital security. This situation has shown how dependent 
businesses are on DF technical assistance. In this situation, the problem that makes DF 
investigations ineffective has worsened the situation (Aswami et al., 2012; Aswami & Izwan, 
2008; Sarah, Miratun, & Zabri, 2018). This is because the process has become very time-
consuming and this has resulted in slow response to reported incidents. At this point, the 
inefficiency and loss of productivity experienced by companies due to business operations 
being disrupted during the investigation. In fact, if the DF function is contracted out to an 
external party, the company’s privacy issues will be easily affected such as data leakage 
(Daniel & Hart, 2004). As a result, businesses need to understand the role that DF plays in 
their workplace is particularly important. The ability of a company to respond quickly to security 
incidents will be enhanced by having a DF (Elyas et al., 2015; Suhaila et al., 2011; 
Mankantshu, 2013; Saleh, 2013). When an incident occurs, efforts to investigate it can be 
done quickly and effectively so that a response can be made without delay (Mouhtaropoulos 
et al., 2014; Mouhtaropoulos et al., 2013). The weak nature of DF practices in organizations 
is generally found to stem from a lack of strong understanding and guidance on DF practices 
(Hamdi, 2011; Suhaila et al., 2011). Aswami et al. (2012) and Aswami and Izwan (2008) fairly 
explored the topic of DF in the Malaysian context, especially to offer a solid understanding of 
the factors that can help organisations in adopting DF. Therefore, it is expected that 
acknowledging this element will solve the aforementioned problems. 

This study aims to establish a framework that can be seen as the motivation that influence 
the use of DF by a Malaysian Information Technology Organisations (MITO). The proposed 
model is expected to help the Malaysian MITO in using DF while also serving as a reference 
for the company’s decision makers to better understand the evaluation of DF use. 
Furthermore, this study is expected to fill the gap in the DF domain in the context of 
organisational adoption, as DF is mainly being studied from a technical perspective. According 
to Pangalos et al. (2010), the current effort is in line with the proposals put forward by 
proponents of the notion that the forensic field should be expanded to encompass multiple 
perspectives and sustain the continuous development of the field. 

2.0  RELATED STUDIES 

Many researchers have examined the use of DF, (Hamdi, 2011; Obwaya, 2011; Suhaila et al., 
2011). However, Yang et al. (2015) stated that to accurately reflect the underlying 
characteristics of an innovation, it is important to consider technological, organisational, and 
environmental factors when studying innovation adoption. As a result, these studies fail to 
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offer a comprehensive analysis of the factors that influence the use of DF. For example, Hamdi 
(2011) conducted a quantitative study to examine differences in Digital Forensics procedures 
used by large American local police departments. However, the study found that it was limited 
to organisational and environmental considerations. As a result, this study presents a 
theoretical perspective that provides a more comprehensive range of important elements that 
represent unique adoption contexts. 

 
3.0   LITERATURE REVIEW 

 
3.1 The Current Scenario of Digital Forensics in Malaysian Information Technology 

Organisations 
 
The topic of DF has been thoroughly examined in the Malaysian context, particularly in 

relation to MITO 's decision to adopt DF (Suhaila et al., 2011). In the context of an American 
police agency, Hamdi's (2011) study on DF adoption and practice only examined 
organisational and environmental factors. However, it becomes crucial to consider the holistic 
aspects of organisational, technological, and environmental factors when researching how 
innovation is adopted by organisations (Yang et al., 2015). Incorporating these variables yields 
a more thorough comprehension of innovation's attributes, particularly in developing nations 
(Riyadh et al., 2009; Hemla et al., 2014). Thus, in the context of developing nations, 
investigating factors that consider the distinctive qualities of DF can be highly valuable in 
encouraging MITO to use it. The goal of this study is in accordance with the suggestions made 
by Pangalos and Katos (2010), supporting the expansion of DF research to incorporate a 
variety of viewpoints and guarantee the discipline's continued maturity. 

 
According to a study by Suhaila et al. (2011), MITO still incorporate DF at a low rate. This 

is due to the lack of awareness, expertise, and knowledge in the field, and the possibility of 
implementation costs being the bigger barrier. Greater corporations are aware of the 
significance of implementing Digital Forensics when it comes to security risk management. 
Smaller MITO businesses, however, frequently undervalue the significance of keeping records 
and proof in case future digital investigations are necessary (Sinangin, 2002). Companies that 
have incorporated forensic functions into their operations reap advantages from having the 
capacity to gather, preserve, scrutinise, and assess information or proof to appraise the 
condition of their systems and determine if private and confidential data has been exposed. 
Digital Forensics techniques and methodologies can aid not only in Digital Forensics 
investigations but also in the analysis of security and operational incidents and in the recovery 
of systems that have already been implemented (Radack, 2009). 

 
Furthermore, not as much is being said in Malaysia about problems pertaining to the 

practice of Digital Forensics. The bulk of the research concentrated on how prepared a nation, 
business, or organisation was for Malaysian Digital Forensics. Because resources are limited, 
there is not a framework that could be used by Malaysian decision-makers, particularly MITO, 
to help them explore, assess, and evaluate the variables influencing the adoption of Digital 
Forensics innovations in their operational environments. The research model that has been 
suggested for this study will help them in making decisions about implementing Digital 
Forensics and will also help them to anticipate factors that might improve the process of 
adopting innovations. Thus, this study may lay the groundwork for Malaysian relevant 
organisations to adopt Digital Forensics practices. The study may offer a better understanding 
of the successful adoption of Digital Forensics, which may encourage more agencies, 
including modern organisations from various sectors, particularly the MITO, to adopt Digital 
Forensics as their work practice, given that the guidelines for the adoption of Digital Forensics 
practice are currently available. 
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3.2 Digital Forensic 
 
Several experts have defined Digital Forensics, and they all have different but equally 

insightful opinions about what it covers and why. The foundation was established by Pollitt 
(2007), who defined DF as a synthesis of science and law that involves applying engineering 
and science to legal issues involving digital evidence. Fundamentally, it entails the careful 
examination of digital data with the ultimate objective of generating legally acceptable results. 
Palmer (2001) provided a widely accepted definition of Digital Forensics (DF), characterizing 
it as the use of scientifically developed techniques for digital evidence collection, preservation, 
verification, analysis, and presentation. Scholars in the field have agreed upon this definition, 
which was developed at the Digital Forensic Research Workshop. 

 
The definition was broadened by Willassen and Mjolsnes (2005), who emphasised the 

legal (results) and scientific (digital investigation) components. The practice of using 
technically sound, scientifically derived methods and tools for post-event digital information 
analysis from digital sources is included in their definition. The goal of this procedure is to 
make it easier to reconstruct events using forensic evidence. Notably, their definition includes 
event reconstruction for the purpose of analysing security and operational incidents, 
expanding the scope beyond criminal elements. 

 
Another perspective is found in the context of curation, archiving, and preservation, where 

DF is regarded as an important source of methods and instruments for preserving digital 
evidence of the past (John, 2012). DF plays a critical role in the organisational context for 
effectively handling digital incidents, especially in MITO. To ensure the admissibility of 
evidence, the sub-processes involved in digital investigation, such as identifying, extracting, 
collecting, documenting, and interpreting digital evidence, must follow clear, repeatable 
protocols (Stephen et al., 2011). In the end, Digital Forensics (DF) is a tool that helps find and 
preserve digital evidence efficiently for prosecution, reducing the amount of time that digital 
investigations take and the effect that it has on operational activities (Hamdi, 2011; Obwaya, 
2011). To summarise, the present study acknowledges Digital Forensics (DF) as the utilisation 
of specialised knowledge in advanced technology-based criminal investigations to guarantee 
the effective identification and preservation of digital evidence from digital sources for legal 
intent. 

 
In order to build a strong foundation for knowledge advancement and theory development 

in DF in Malaysia, a thorough review of prior research is necessary. Notably, little research 
has been done expressly to look at DF in relation to MITO. Studies that have already been 
done primarily emphasise the benefits of DF and evaluate how prepared an organisation is to 
adopt it. 
 
3.3 Malaysian Information Technology Organisations 
 

Malaysian Information Technology Organisations (MITO) is a broad sector and not a 
single organisation (Awamleh & Ertugan, 2021). It comprises of government digital economy 
agencies, IT support and service companies, ICT industry and investment agencies, 
technology development & foresight agencies, and digital marketing and creative digital 
agencies. The government digital economy agency in Malaysia provides strategic leadership 
and implementation for the country’s digital transformation, particularly under the Malaysia 
Digital Economy Action Plan (MyDIGITAL) covering 2021-2030. Among the organisations 
operating under this industry are the Malaysian Digital Economy Corporation (MDEC), the 
Malaysian Communications and Multimedia Commission (MCMC), and CyberSecurity 
Malaysia (CSM). These organisations play a role in initiating a formal institutional framework 
to promote and regulate the digital economy in Malaysia (Edrak et al., 2022). These 
organisations play an important role in driving digital adoption among small and medium 
enterprises (SME), support digital entrepreneurs, and attracting digital investments, 
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particularly through initiatives aligned with Malaysia strategic plan (Loh et al., 2021). In 
addition, these organisations also integrate cloud-first policies, whole-of-government digital 
architecture, and public sector transformation strategies to improve service delivery, data 
governance, and the use of smart infrastructure (Ahmad et al., 2025). These organisations 
work through enterprise architecture and sector coordination mechanisms to avoid duplication 
and ensure integrated e-government services and ease of access for the public. These 
institutions reflect a coordinated governance framework where public organisation unify policy 
direction and cybersecurity fundamentals to strengthen the transformation of Malaysia's digital 
economy. 

 
Meanwhile, IT support and services companies such as IBM Malaysia and Tata 

Consultancy Service in Malaysia play a key role in enabling digital transformation for 
businesses, especially SMEs, by providing cloud solutions, system integration, managed 
services, cybersecurity, and data analytics support. These services help organisations 
improve operational efficiency, support product development, and expand sales and 
marketing capabilities as part of their digital adoption strategies (Lee et al., 2021). In Malaysia, 
the ICT industry and investment agencies play a key role in coordinating and promoting the 
development of the digital sector and high-value investments that form a key pillar of the 
national strategy under MyDIGITAL. These organisations, notably the Malaysian Investment 
Development Authority (MIDA), operate through the Digital Investment Office (DIO), which is 
a collaborative platform designed to facilitate and coordinate digital investment (Felker et al., 
2023). 

 
Next, technology development and foresight agencies in Malaysia act as strategic 

enablers for the country’s long-term innovation capacity by prioritising the high-tech sector, 
guiding the direction of research and development, and incorporating future thinking into 
national planning. Agencies such as the Malaysian Industry-Government Group for High 
Technology (MIGHT) and the Malaysian Institute of Microelectronic Systems (MIMOS) are 
organisations that fall under this industry. MIGHT, established in 1993, functions as a high-
level consultative body that coordinates government, academia, and industry to set strategic 
technology roadmaps, national R&D priorities, and advanced technology policies (Felker et al. 
2007). 

 
Finally, digital marketing and creative digital agencies in Malaysia empower businesses 

to play a role in building brand identity, increasing online visibility and engaging customers 
through data-driven and multimedia strategies. Among the organisations operating under this 
industry are 2Stallions and INFLUASIA. Digital marketing in Malaysia acts as a key facilitator 
in enhancing competitiveness and supporting creative output through storytelling, visuals, and 
interactive platforms. 
 
3.4 Technology Organization Environment (T-O-E) Theory 

 
The T-O-E Framework provides an organised method for organisations to evaluate the 

adoption of technological innovations. It was developed by Xu et al. (2004) and is comparable 
to models by Salwani et al. (2009). It highlights how important internal and external elements 
are in shaping adoption decisions, including organizational size, strategy, and environmental 
dynamics. An organisation's readiness to adopt new technologies is shaped by three main 
factors: technology, organisation, and environment. These factors can range from 
technological capabilities to regulatory landscapes. The T-O-E framework has drawbacks 
even with its extensive application. Academics have observed shortcomings in the definitions 
of the variables and the capacity of the framework to elucidate variations in adoption rates in 
diverse settings. More investigation is needed to improve the framework and incorporate new 
factors that could increase its capacity to explain phenomena and make it more applicable to 
a range of organisational contexts. 
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Within the T-O-E framework, technology development refers to the variety of technologies 
that an organisation can use; on the other hand, the organisational context emphasises 
characteristics like creativity, resources, and hierarchical dynamics that impact adoption 
readiness. Adoption decisions are further influenced by the environmental context, which 
includes industry conditions and regulatory frameworks. It introduces elements such as 
government incentives and market competition. The T-O-E framework has drawn criticism for 
its limited applicability to small and medium-sized businesses and the need for further 
refinement in variable definitions, despite offering a comprehensive perspective on adoption. 

 
The T-O-E framework is still frequently used to analyse technology adoption in spite of its 

drawbacks, especially when taking organisational, environmental, and technological factors 
into account. In order to improve its explanatory power, researchers have called for more study 
to address its shortcomings and include other variables, such as sociological and cognitive 
factors. Given the circumstances, the T-O-E framework is a useful tool for companies trying 
to manage the challenges of adopting technological innovations and match their plans with 
the state of the environment. 

 
4.0   METHODOLOGY 

 
This study used the Preferred Reporting Items for Systematic Reviews and Meta-Analyses 
(PRISMA) statement by Moher et al. (2010) stating that this method is to review and analyse 
the literature on technology use and DF adoption before developing an initial theoretical model 
to investigate the factors influencing the MITO’s assessment of DF adoption. Through the use 
of statistical techniques together with a systematic and explicit approach, the structured review 
presents integrated results from the included studies (Moher et al., 2010). 

 
This methodology has been widely used in many different academic disciplines to compile 

a broad literature review (Vaismoradi et al., 2016). The PRISMA methodology used in this 
study is divided into four main phases. Phases 1 to 4 are identification, screening, qualification, 
and inclusion. Phase 1 activities include collecting papers, building a reference database, and 
conducting a literature search using keywords as descriptors. 

 
Two online databases were selected based on their applicability to the disciplines of 

information systems and DF. Web of Science and Scopus were the online databases selected. 
"Computational Evidence, Computational Forensic*, Computational Investigation*, Computer 
Evidence*, Computer Forensic*, Computer Investigation*, Cyber Evidence*, Cyber Forensic*, 
Cyber Investigation, Digital Evidence*, Digital Forensic*, Digital Investigation*, Electronic 
Record* Evidence*, Electronic Record* Forensic*, Electronic Record* Investigation*, 
Forensic* Computer, Adapt, Adaptation, Adopt, Adoption, Organization*, Institution*, Firm*, 
Company*, Agency*, Organisation" are the keywords used to query the database. 

 
Phase 2 and Phase 3 involve screening and selection of studies for eligible papers. Phase 

2 screening focuses on removing redundant and duplicate papers from the sample. Removal 
of unnecessary studies is done during the same phase as screening on abstracts and titles. A 
manual removal process was used in Phase 3 to determine eligibility by examining the full-
text papers retrieved from Phase 2. 

 
The final stage of the methodology, known as Phase 4, involves data extraction and 

formulation. The remaining papers were sorted in this phase, and potentially important factors 
that reflect the basic ideas of the TOE framework were found. Screening, removal, and 
selection were performed according to the established inclusion criteria, as shown in Table 1, 
to ensure the quality value of the papers. Figure 1 shows the process of systematic review. 
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Table 1. Systematic Review Inclusion Criteria 

In
cl

u
si

on
 C

ri
te

ri
a

 The articles were collected from 2005 to the present (DF is a relatively new database, 
so there are no restrictions on the time ranges considered during the search). 
Only papers presented at international conferences and published in scholarly journals 
The use of a keyword in the abstract or title 
Full text article 
The articles were collected from 2005 to the present (DF is a relatively new database, 
so there are no restrictions on the time ranges considered during the search). 

 
 

 

 

Fig 1. Flow chart of the systematic review 

 
5.0   FINDINGS 

 
A total of 137 scholarly articles were found throughout the search. The screening procedure 
was guided by exclusion criteria. After similar papers with duplicate information were 
eliminated, the screening process left with 103 potential articles. Abstract and title screening 
then formed the next step in the screening procedure. Titles and abstracts that were not 
related to innovation, organisational innovation, and innovation adoption were eliminated. 
However, manual full-paper skimming was conducted for 46 potentially relevant primary 
studies, guided by the inclusion and exclusion criteria. 

 
The 30 articles that emerged from this review were ultimately used in the primary study. 

The first phase was to collect as much information as possible about technology use, focusing 

Identification 

Screening 

Eligibility 

Included 

Record identified through 
database searching (Web of 
Science) (n=41) 

Record identified through 
database searching 
(Scopus) (n=96) 

Records Duplicate were excluded (n=34) 

Full-text articles assessed 
for eligibility (n=46) 

Studies included (n=30) 

16 full texts excluded, 
with reasons 

57 records excluded: 
-Not related to innovation 
-Not related to organization 
-Not related to innovation 
adoption 
  

Records Screened 
(n=103) 
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on DF practices and adoption factors. Next, factors that impact adoption behaviour at the 
organisational level were identified through an analysis. Three dimensions of multiple 
perspectives reflecting the underlying assumptions of the TOE framework were used in the 
third phase of data extraction to examine relevant findings. Finally, a findings report was 
generated by suggesting and summarizing the extracted data. To ensure the reliability and 
validity of the rigorous discovery and review process, clear exclusion and inclusion criteria 
were used. Tables 2 and 3 present a summary of the overall study's conclusions regarding 
the likely factors influencing the MITO's decision to adopt DF as well as a brief description of 
each factor. 

Table 2. Factors Influencing the Decision of DF Adoption by MITO  

Author(s) 
Innovation/ 

Tech 
Studied 

Dimension/Variables 

Technology Organisation Environment 

RA COMP COMX TMS INF CUL GOV CP NP VS 

Ming et al 
(2010) 

RFID √  √ √       

Yu (2010) RFID √ √ √ √    √   

Liu (2010) 
E-supply 

Chain 
Management 

       √ √  

Marques et al. 
(2011) 

Medical 
Records 
System 

√ √ √ √    √ √  

Ifinedo (2011) E-Business √ √ √ √      √ 

Low et al. 
(2011) 

Cloud 
Computing 

√ √ √ √       

Low et al. 
(2011) 

Cloud 
Computing 

√ √  √       

Chi et al 
(2012) 

Health Level 
Seven (HL7) 

 √ √ √       

Currie (2012) EHR System        √ √  

Makena 
(2013) 

Cloud 
Computing 

√ √ √ √     √  

Sila (2013) 
E-

Commerce 
  √ √    √ √  

Borgman et 
al. (2013) 

Cloud 
Computing 

√ √ √ √  √  √   

Sila (2013) 
B2B E-

Commerce 
  √ √       
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Morgan and 
Conboy 
(2013) 

Cloud 
Computing 

√ √ √        

Hsiu (2014) 
E-supply 

Chain 
Management 

   √       

Hui et al 
(2014) 

RFID  √ √ √    √   

Jiunn et al. 
(2014) 

Cloud 
Computing 

√ √ √ √    √   

Nouf et al. 
(2014) 

Cloud 
Computing 

√ √ √ √     √  

Oliveira et al. 
(2014) 

Cloud 
Computing 

√ √ √ √    √   

Hui et al. 
(2014) 

RFID √ √ √ √    √  √ 

Klocker et al. 
(2014) 

E-Health        √ √  

Ogan (2015) 
Cloud 

Computing 
        √  

Yang et al. 
(2015) 

Software as 
a Service 
(SaaS) 

√ √  √      √ 

Hossein et al. 
(2015) 

Hospital 
Information 

System 
√ √ √ √ √   √  √ 

Abdullah and 
Clare (2015) 

Cloud 
Computing 

√ √ √ √    √   

Yi et al. 
(2016) 

Mobile 
reservation 

systems 
√ √ √ √       

Salim et al. 
(2016) 

Cloud 
Computing 

√ √  √ √      

Alam et al. 
(2016) 

HRIS  √ √ √   √ √  √ 

Hossein et al. 
(2017) 

HIS √ √ √ √ √   √  √ 

Kamal (2019) 
Digital 

Forensics 
√ √ √ √ √ √ √ √ √ √ 
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Frequency/Support 20 22 22 25 4 2 2 16 9 7 

 
According to Grover (1993) and Yang et al. (2015), a thorough and inclusive understanding 

of the characteristics of innovation requires the integration of factors that consider 
comprehensive dimensions. So, in order to help MITOs’ decision makers allocate 
organisational, technological, and environmental resources, the factors influencing DF 
adoption decisions are reviewed using the TOE framework. 

 
Table 3. Description of Factors 

Factors Description 

Relative Advantage 
(RA) 

The extent to which people believe that DF technology is better to its 
predecessor and offers more benefits. 

Compatibility 
(COMP) 

The extent to which DF aligns with the existing agency infrastructure, 
including networks and laboratory systems, as well as the agency's needs, 
goals, corporate culture, and values. 

Complexity (COMX) The extent to which DF is thought to be comparatively hard to use and 
understand. 

Top Management 
Support (TMS) 

Senior management of an organisation endorsing DF. 

Infrastructure (INF) An infrastructure and system architecture that help the agencies make the 
most of the DF's capabilities. 

Culture (CUL) A collection of common values, presumptions, beliefs, and behaviours that 
influence and guide organisational members' attitudes and actions toward 
DF. 

Governance (GOV) The organisational procedures and frameworks that make forensics possible 

Coercive Pressure 
(CP) 

The official government's influence over a new innovation technology that 
will significantly impact the agency's adoption of DF 

Normative Pressure 
(NP) 

An influence from those working with professional organisations to get 
agencies to adopt similar innovations. 

Vendor Support (VS) The degree of assistance rendered by the outside DF vendor both during 
and following the adoption. 

 
6.0   INITIAL MODEL 

 
6.1 Technological Dimension 

 
Technology encompasses both internal and external aspects that are relevant to the 

company, as stated by Oliveira and Martins (2011). Within the domain of DF, it denotes an 
aspect of the agency's technological infrastructure, such as an extremely specialised software 
tool or a piece of hardware intended expressly for forensic use. 

 
Relative advantage, complexity, and compatibility are the factors taken into consideration 

under this dimension, which reflects the features of Digital Forensics technology with the 
systematic literature review in Table 2. The term "relative advantage" describes the extent to 
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which agency decision-makers perceive potential benefits from Digital Forensics. They 
characterise the greater advantage of Digital Forensics as the replacement of traditional 
investigative and scientific problem-solving approaches with new technologies (Mark, 2010; 
Suhaila et al., 2011). According to Kari and Venter (2015), complexity is defined as the 
inherently difficult nature of Digital Forensics, an aspect of the non-uniformity of forensic tools 
that necessitates the use of expensive and sophisticated Digital Forensics tools to solve 
technical incompatibility problems and a lack of standard operating procedures for conducting 
Digital Forensics, and the requirement for new and updated skills and expertise to perform 
Digital Forensics effectively. The degree to which a piece of technology is compatible with the 
agency's current infrastructure, goals, current practices, and values and beliefs is referred to 
as compatibility (Rogers, 1995). 

 
6.2 Organisational Dimension 

 
The term "organisational dimension" refers to an organisation's internally measurable 

attributes, such as infrastructure, culture, governance, size of agency, and support from top 
management. The degree to which a group of individuals involved in strategic decision making 
recognises the significance of implementing cutting-edge technology and subsequently has a 
significant impact on the adoption of Digital Forensics in the agencies is referred to as top 
management support.  

 
According to Elyas et al. (2015) and Grobler et al. (2010), infrastructure is defined as 

forensic physical structure that consists of a well-architected network and a well-equipped 
laboratory with admissible and accepted hardware and software (tools) to enable the 
companies to conduct Digital Forensics activities, particularly for investigative and non-
investigative purposes. Within the framework of this study, culture is defined as a collection of 
common values, beliefs, presumptions, and practices that influence and direct organizational 
members' motivation towards Digital Forensics. This, in turn, influences the degree to which 
the agencies are prepared to accept the innovation. 

 
According to Mankantshu (2013), governance is the distribution of decision-making 

authority to oversee Digital Forensics operations. It has been determined that governance is 
a crucial component of the state of Digital Forensics within an organization. The term "size of 
the companies" refers to the range of resources that the companies own or are able to provide, 
such as their infrastructure and technical staff count. 
 
6.3 Environmental Dimension 

 
According to Olutoyin and Flowerday (2016), the term "environmental factors" refers to 

both internal and external elements that may exert pressure or support (Marimuthu et al., 
2011) and originate from the environment, which includes the government, vendors, suppliers, 
and customers. Similarly, Hamdi (2011) argued that this aspect is the external force that has 
had the biggest influence on the use of Digital Forensics. 

 
This dimension shows the current working environment that Malaysian IT companies are 

in, which could have an impact on how Digital Forensics are implemented there. Within the 
framework of this investigation, the external factors affecting the agencies comprise external 
normative and coercive pressures in addition to external vendor support. An external force 
that originated from government entities as an authorized body that controls the IT company 
and the companies' well-being is referred to as coercive pressure. 

 
Given that the IT companies in this study are generally interrelated and directly under the 

jurisdiction of sovereigns, there may be normative pressure to adopt Digital Forensics. 
DiMaggio and Powell (1983) define normative pressure as the influence that vendors, 
consumers, and commercial, trade, and professional associations have on a company's 
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decision to embrace a particular innovation. According to Alsaad et al. (2014), Hamdi (2011), 
Oliveira and Martins (2011) and Yang et al. (2013), and other researchers, normative 
pressures on professionalism occur in the context of organisational adoption studies. These 
pressures subject an organisation's behaviours to shared values and the norms of other 
organisations through relational channels of their social network. 

 
According to the current study, vendor support refers to the extent to which an external 

Digital Forensics vendor is able to offer services, such as comprehensive consulting 
engagements and technical and training support. Digital Forensics, as a relatively new and 
developing technology in the field, presented a number of difficulties for the practicing 
organisation (Hoss & Carver, 2009; Karie & Venter, 2015; Nance & Ryan, 2011). 
Consequently, it is essential to rely on vendors for such technical, training, and advisory 
support. 

 
The company would rely on the vendor for specialised forensic skill and software training 

even though the vendor offered and supplied updates and new technical needs (Derek et al., 
2008; Trenwith, 2013). According to Jiunn et al. (2014), perceived technical competence 
reflects both the technical staff members' abilities and their knowledge of cutting-edge 
technology (Hossein, Mehrbakhsh, & Othman, 2015; Jiunn et al., 2014; Rahayu & Day, 2015). 

 
Perceived technical competence, as used in this study, refers to the extent to which 

employees have the specialised knowledge and understanding of Digital Forensics necessary 
to carry out forensic tasks and meet forensic objectives. Figure 2 show the initial model. 

 
 

 

Fig 2. Initial Digital Forensic adoption model 
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7.0  CONCLUSIONS 
 

This paper aims to provide the reader with a comprehensive understanding of the factors 
considered by the MITO when deciding whether to adopt Digital Forensics. The study identifies 
6 factors that the agency’s decision-makers need to consider when assessing whether to 
implement Digital Forensics in their organisation using the PRISMA approach. The first Digital 
Forensics adoption model was created by classifying these variables into two dimensions: 
technology and organisation. 
 

The environmental dimension was not used in this model because it did not contribute 
significantly to this study. Among the characteristics for this dimension are vendor support, 
normative pressure, and coercive pressure. These characteristics do not influence MITO's 
decision to adopt DF. This is because MITO itself is a vendor and requires less support than 
other vendors. Organisations under MITO do not experience normative pressure because 
resource constraints and skill gaps make organisations focus on practical technological factors 
rather than mimetic pressure from competitors, making normative pressure insignificant. A 
Malaysian forensics study in 2022 found that normative pressure was not significant, indicating 
that organisations adopted based on internal capabilities amidst weak institutional 
enforcement (Abdullah et al., 2024). For coercive pressure, in developing countries, 
government regulations exist but face inconsistent implementation due to limited resources or 
bureaucratic inertia, making coercive pressure ineffective for innovations such as digital 
forensics (Lu & Wang, 2023). Organisations may comply symbolically without full acceptance 
because they prioritise cost-benefit analysis over mandate. 

 
The governance in organisation dimension was not used because of it often appears to 

have limited impact on innovation adoption within a firm when internal operational factors such 
as resource availability and technological readiness dominate the decision-making process 
rather than formal structures (Malek et al., 2024). In MITO in developing countries including 
Malaysia, governance has less impact when institutional enforcement is weak and the 
organization relies too much on top management support or perceived benefits of innovation. 
Short-term market pressures that prioritize speed over structured governance thus reduce its 
influence on adoption decisions. 

 
The first model will be created as a component of an ongoing research project using a 

quantitative descriptive research methodology with the IT organization serving as the unit of 
analysis. Research on technology adoption issues at the organizational level has shown that 
a quantitative approach is common (Choudrie & Dwivedi, 2005). For this reason, this study 
conducts a theoretical analysis as well as identifies the key elements that will influence the 
decision of Malaysian IT companies to adopt Digital Forensics. Finally, a survey instrument in 
the form of a questionnaire will be used to validate the proposed theoretical model among 
company decision-makers. 

 
This paper contributes to the body of knowledge by examining the factors that influence 

the adoption of Digital Forensics innovations and helps to develop a framework that can be 
used as a guide or idea to help decision-makers in organisations better understand the 
decision to adopt Digital Forensics technologies. 
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