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ACCESS CONTROL MODEL BASED ON TRUST, PURPOSE, AND ROLE
FOR PROTECTING THE PRIVACY

Mohd Rafiz Bin Salji*
Universiti Teknologi MARA Cawangan Sarawak
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Mohd Izuan Hafez Bin Ninggal
Universiti Putra Malaysia
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ABSTRACT:

Data privacy is one of the fundamental needs of the people. In a computing environment, there are
various issues of data privacy protection in the enterprise. To enforce the automation of privacy
policies and law, access control has been one of the most devoted subjects which to protect
customers' data by preventing unauthorized access to the resources of the system. A fine-grained
access control called Role-based access control (RBAC) model has been proposed to protect
customer's data. However, relying on role only is insufficient and inefficient to protect data
especially sensitive attributes, and this may cause risks of privacy disclosure to unauthorized and
untrusted users. We present a finer-grained access control called Trust, Purpose, and Role-Based
Access Control (TPRBAC) model to efficiently protect data particularly sensitive attributes. In the
proposed model, purpose and role is applied to permit access to data, while trust is applied to
control access to sensitive attributes. A prototype system is developed and tested, and the result
shows sensitive attributes are protected. Experiments are also conducted to validate the proposed
model, and the results show that the proposed work is efficient and improved privacy protection.
Therefore, the proposed model solves the issue of insufficient and inefficient access control
mechanism in protecting data especially sensitive attributes.

Keyword: Trust, purpose, role, TBAC, PBAC, RBAC, privacy, sensitive attributes.

Novelty & Uniqueness:

A FINE-grained access control called RBAC model has been proposed to protect data. However,
it is insufficient to protect data especially sensitive attributes. This may cause the risk of privacy
disclosure to unauthorized and untrusted user. Therefore, a FINER-grained access control called
TPRBAC model is proposed to efficiently protect data particularly sensitive attributes.
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Potential Commercialization:
The proposed model can be applied to all agencies either government or private that concern on

privacy protection. The proposed model is not generally protecting data, but specifically protecting
sensitive attributes of the stakeholders, i.e.: customers and employees.

Category: Innovation- Professionals, Academicians

*Correspondent: mohdrafiz@uitm.edu.my
& Researchers

26| Indelib 2019






SINCBLb

International Innovation & Design in Library & Information Science Competition

I
9’”I¢ @A\uelmzst !:eNntlgy

InDelib 2019 Secretariat
Faculty of Information Management
Universiti Teknologi MARA, Cawangan Kedah,
08400 Merbok, Kedah.

Tel:04-456 2411 / 04-456 2528
E-mail: indelib.fom@gmail.com
http://infomgtkdh.wixsite.com/indelib

PS5G0 | Cawangan Kedah
UNIVERSITI | Kampus Sungai Petani
<

TEKNOLOGI
MARA




	Blank Page



