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This paper presents a peer to peer (P2P) file sharing system designed 
on top of Interplanetary File System (IPFS) and blockchain. 
Decentralized storage solutions that enable programmatic file 
accessibility, security and reliability as well as eliminating 
bottlenecks, scaling problems, and user experience limitations in web 
based P2P application are explored. 
It integrates IPFS to store and retrieve the files using content-based 
addressing and. Pinata is also used for file pinning and keeping the 
file in the network free availability, and Helia is a JavaScript based 
interface for web application to communicate with IPFS. To increase 
security and transparency, decentralized verification is conducted via 
smart contracts on Ethereum by permanently logging a file hash 
record. With MetaMask and Web3 technologies for secure payment, 
users can handle storage and access payment to services effectively. 
Despite these advancements, web based P2P programs have 
considerable challenges. Since they can run on limited processing 
power, storage, and fragile net stability, the processing is carried out 
in the client side, and that means slow file transfers and high latency. 
Moreover, the acceptance of decentralized applications is also 
hindered by the fact that users must understand the cryptographically 
based transactions and other complex concepts such as IPFS hashes. 
In this paper, we attempt to find approaches to improve performance 
on cryptographic computations using WASM, cache adaptive for 
faster download, and Ethereum Layer 2 solutions like rollups 
reducing transaction costs and improving scalability. Aside from that, 
associating with the Filecoin to facilitate growth of the distribution 
storage is considered to support the system growth 
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INTRODUCTION 

 
In a P2P network, every participant contributes a portion of their hardware 

resources—such as computing power, storage capacity, network bandwidth, and printers—to 

provide services and content to the network. These shared resources are then made accessible 
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to other peers within the network. Moreover, P2P systems possess distinct attributes that set 

them apart from traditional distributed systems. Despite variations in architecture among 

different systems, they exhibit shared characteristics. Delving into the specific advantages 

offered by a P2P file system, alongside potential performance impacts such as the failure of 

one system will not affect the others, the potential on saving money by eliminating the need 

to purchase and maintain a server, and lastly peer-to-peer network does not require a network 

operating system so no network operating system is needed for a peer-to-peer network (Vidya 

et al., 2023). 

 
LITERATURE REVIEW 

 
P2P technicalities 

“Peer-to-peer systems offer an alternative to traditional client/server systems that solve 

bottleneck problems but need complex algorithm” (Pourebrahimi B., 2005). As mentioned 

before, peer to peer is a decentralized system that uses users or clients for communicating data 

between each other without any centralized system or administration. A typical client-server 

model can be bottlenecked by the hardware used on the network that administrate the network 

flow. As mentioned by (Pourebrahimi B. et al., 2005), to provide content and services, client-

server model act as the central registering unit. 

 

 

 

 

 

 

 

 

 

 

 

Figure 1 Computer systems 
(https://profile.iiita.ac.in/bibhas.ghoshal/lecture_slides/distributed/P2P%20Network%20Surv 

ey.pdf) 
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P2P network (structured & unstructured) 

P2P network system can be classified as either structured or unstructured. In structured 

networks, the topology is managed, and information about the resources, for example, shared 

content and its location is consistent. This makes sure data queries can be directed to peers 

efficiently, even for rarer data (Thampi M., S., 2009). The primary role of these systems is to 

create and maintain an efficient mapping between data and its location, promising a quick 

response to data queries. There are examples of these network typologies based on real life 

examples such as KaZaA, Gnutella, Napster, and BitTorrent. One of the most common 

indexing methods used in structured P2P systems is Distributed Hash Tables (DHTs) (Suo, D., 

n.d.). In DHT, a lookup table containing key-value pairs is maintained, allowing peers in the 

P2P network to efficiently retrieve the value associated with a given key. Example of DHT-

based system are Chord, Pastry, and Tapestry, each of the example have their own system of 

routing and data object/key management strategies. Although DHT-based P2P enhance 

performance, they may also lead to higher communication overhead compared to unstructured 

P2P network systems (Ramzan, N., Park, H., Izquierdo, E., 2012). 

 

 

 

. Figure 2 P2P structure 
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Impact on society 

Human beings are social animals that constantly communicate with each other. 

Humans need to share their thoughts and information constantly so technology such as file 

sharing systems provide that means (Kavitha et al., 2022). As discussed above, the common 

file sharing system right now is BitTorrent. BitTorrent is a peer-to-peer software that makes 

sharing files between the user possible. In this era, a lot of people across the world have 

access to the internet so generating data transfer through BitTorrent does seem like a good 

idea. As mentioned, there are a lot of issues regarding P2P file sharing system such as 

copyright infringement, sharing copyrighted files between peers have brought up some major 

ethical and legal problems (Chan et al., 2020). 

Napster old architecture 

Napster popularizes the use of P2P communication by giving users the ability to share 

music (Kvetko, 2020). Napster causes a lot of legal issues regarding copyright infringement. 

Napster works by establishing between the presence of client and host. As mentioned, Napster 

is considered as centralized P2P communication by managing communication between host 

and client. The label of host and client depends on the current state of the network, both can 

change its status between host and client. 

A central server is hosted among the P2P network to store information of the metadata 

that is served by the host. This server is called a broker. The broker contains the metadata or 

information regarding the host previously served files (Howe, 2002). The broker can act as a 

database for the client to query a particular file and send back a list of requested files and peers 

that have the said files. The image below shows computer “A” querying a file from the broker 

and the broker sets the file exchange between the peers. 
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Figure 3 Broker coordinate between peers 
(http://members.tripod.com/ahowe_ca/pdf/napstergnutella.pdf) 

 

 
BitTorrent architecture 

BitTorrent is a decentralized P2P file sharing system. It relies on other peers to download 

and upload files, the same as Napster. The main difference is BitTorrent not only shares music 

files but also any files uploaded by the user, and it does not have a server broker to manage 

uploaded files and network management among peers. The architecture of BitTorrent is much 

simpler than Napster in that it does not rely on a lot of other important role entity. BitTorrent 

system can be assessed by a few systems or entity such as: 

 A torrent file 

 A tracker 

 An original downloader called seed 

 The end user downloader called leecher 

First and foremost, to upload a file or use files in the BitTorrent network one must turn 

it into a torrent file. A torrent file consists of information like its filename, size, hashing 

information and the URL of the tracker. Torrent files can be distributed through the web (http), 

e-mail, and IRC. A torrent client is used to convert files into functional torrent files, this is 

usually provided in the BitTorrent client. All torrent clients may have different features among 

each other, but the core concept is kept the same. 

A seed can be downloaded in the BitTorrent architecture with the help of a tracker. The 
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difference between tracker and server broker is that tracker only stores a list of peers and how 

to connect to said peers based on content the user wants to download. The tracker does not 

store the content itself as a broker does. This communication all was done through an easy 

protocol on top of HTTP (Johnsen, 2005). 

 
Ethereum Blockchain 

In 2008 research interest in blockchain technology began after Satoshi Nakamoto 

published a document discussing protection from repeated payment mistakes in a decentralized 

system. Blockchain technology gained wide acceptance after its discovery because industries 

and governments now evaluate their value in system operations (Kushwaha et al., 2022). The 

consensus method in blockchain transactions replaces the requirement of reliable third-party 

agents. Smart contracts exist at the top level of blockchain technology systems. After 

Nakamoto published his white paper blockchain technology became popular because it 

demonstrated how to protect transactions. Ethereum has become the leading platform for 

implementing blockchain networks today. The system is fully functional according to Turing 

patterns therefore programmers can build their contracts while setting rules for actions. When 

programmed for blockchain purposes the agreement automatically performs its functions after 

meeting necessary conditions. The parties involved stick to set rules during their interaction so 

that when all conditions meet automatic actions begin. The use of smart contracts brings full 

visibility to the system without relying on third-party messengers. 

IPFS 

Protocol Labs created IPFS as several networking protocols. Its main purpose is to 

make the Web run faster with distributed networks that stay online through any disruption. 

Instead of tracking data positions IPFS finds data through its specific content. This method 

together with its duplicate removal system saves space on storage devices (Daniel & Tschorsch, 

2022). IPFS lets users distribute content across multiple decentralized storage systems, so they 

have better protection from censorship 

Helia is a library that works with Internet Protocol File System (IPFS) within JavaScript 

server and browser applications. The system depends on libp2p open-source code because 

developers use it to create IPFS applications that allow peers to connect with each other 

(Natarajan, n.d.). 
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METHODOLOGY 

 
Project approach on methodologies is important to finish the development of the project’s 

functional entities and to deliver the result as fast and good as possible. Each phase explains 

the approach in maintaining the stated objectives. Based on the project and current 

development styles and research the Agile methodology is chosen. The Agile methodology 

phases consist of requirements, design, development, testing, deployment and review. 

Project Flowchart 

The software itself as mentioned is going to be on the website and going to be hosted 

on a web server so that people can interact with it not just in the local network. 

A URL will be provided when the system is finished developed with a constant domain name 

to avoid confusion. After the web application uploaded to the user device, it will show two 

inputs as to ask user the file they wanted to upload. The file uploaded can be various of type of 

file and the user needs to click on the button and choose the desired file. As for now, it only 

allows for one file per transfer. Next, the user has the option to choose whether to implement 

blockchain or only using IPFS. The user then can generate the file CID. The link is generated 

by IPFS to create spontaneity and to evade any prying listeners. Other peers can use the link 

generated. If the user only uses peer to peer or IPFS then the URL generated can only be shown 
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in the browser memory otherwise the URL is stored and can be fetch by using MetaMask’s 

wallet ID. 

 
 
 
 

 

 
Figure 3 Flowchart of the system 

 
 

 
System Architecture 

The system architecture consists of some major entities like Helia nodes and the 

server. The web server holds the web application to make communication between other 

devices in the internet possible. After the application is ready to deploy, the main server can 

act as the mediator to host the web application for other client to share their files. The file that 

needs to be uploaded does not need any conversion for example into a torrent file because it 

uses peer to peer connections through the main server. The IPFS gateway resembles the 
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content storage where the people all the round the world can access content through the 

internet. Note that the server is based on Infrastructure as a service rather than a full-on 

server. 

 
 
 
 
 
 
 

 

 
Figure 4 System architecture 

 

 
RESULT AND DISCUSSION (HEADING 1) 

 
This chapter consists of results and findings of this project’s file sharing system that is 

constructed by using IPFS, blockchain via web application. During uploading files to the IPFS 

(content) and blockchain (content id) the user will be able to retrieve back their content based 

on IPFS distributed system. 

Setting Up File Persistence 

Pinata helps access IPFS features by providing essential tools to pin and store content 

within its platform. API keys or tokens from Pinata is needed to access and perform tasks after 



128 

Progress in Computer and Mathematics Journal (PCMJ) 
volume 3 [November, 2025]

    e-ISSN: 3030-6728 
Website: fskmjebat.uitm.edu.my/pcmj 

 

 

setting up your account. Pinata simplifies IPFS work by its easy-to-use decentralized storage 

management tools. It offers pinning of files for persistent storage on IPFS and provides API 

tools for automated IPFS interactions while supporting big data storage needs and busy 

applications 

After gathering all the API token, the web app can now interact with IPFS network, and 

the file content is accessible by using the URL https:/ipfs.io/ipfs/<your-ipfs-hash>. All files 

uploaded to the IPFS gateway in pinata are automatically pinned so there is no issue regarding 

files persistence 

 

Figure 5 Video file uploaded to IPFS network 
 

 

 
Figure 6 Transaction details 
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Figure 7 Retrieve video file using URL + IPFS hash 
 

 
Identifying Transactions and Verifying IPFS Hashes on Etherscan 

Once you add an IPFS hash to the blockchain the related transaction shows up on Etherscan 
for everyone to see. People can confirm smart contract transactions by entering their address 
or transaction ID into Etherscan. Etherscan provides a comprehensive view of the transaction, 
including: 
 

1. Transaction Hash: Every transaction receives a special number to 

identify it. 

 
2. Sender and Receiver Addresses: The transaction started from its wallet 

address and sent funds to the smart contract address that received it 

 
3. Gas Fee: Users pay this payment to make their transaction possible. 

 
4. Input Data: The smart contract received encoded information along 

with the IPFS hash when this data was submitted. 

 
5. Block Number: The transaction received confirmation in this 

blockchain block. 

 
Users can check if the IPFS hash made it onto the blockchain by looking at this data. They 
can check both the transaction date and verify if the smart contract worked correctly after 
processing. 
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Figure 8 Identify transaction using transaction hash 
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CONCLUSION 

 
In conclusion, a decentralized P2P file-sharing system that leverages IPFS, blockchain, 

and smart contracts to enhance security, reliability, and scalability. By integrating technologies 

like Pinata for persistent storage, Helia for web-based IPFS interactions, and Ethereum-based 

verification, the system ensures transparent and secure file access. However, challenges such 

as client-side processing limitations, high latency, and the complexity of cryptographic 

transactions remain barriers to widespread adoption. These advancements aim to enhance the 

efficiency and usability of decentralized file-sharing applications, paving the way for broader 

acceptance and adoption. 
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