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ABSTRACT

The Safe Cheque system is designed as an anti fraud protection system. Providing
security against ‘external’ fraud attacks such as attempts to amend sensitive financial
details on printed cheque and against ‘internal’ fraud attacks where un-authorized
personnel may attempt to make in-appropriate payments which could damage the
credibility and finances of the organization they work within. This project also described
an encrypted barcode system for the Safe Cheque, which includes the hardware and
software development. The hardware includes the barcode scanner and a computer. The

software developed using Visual Basic design and tests the Safe Cheque system.
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1.1

1.2

CHAPTER 1

INTRODUCTION

Safe Cheque

In today’s world of technology and the unfortunate misuse of it, companies are
left with the difficult task of making corporate procedures more secure and safer

in the present climate of doing business.

Fraudulent cheque writing has become a profitable way of life for many
criminals. Poor cheque cashing policies and carelessness increase the risk of loss.
Information such as who the cheque is made out to, the amount and the date of the
cheque are particularly vulnerable to fraudulent alteration and institutions that

mass print cheque are at greatest risk.

The Safe Cheque range of products is an innovative breakthrough in radically
reducing the risk of cheque fraud. The solutions are built around a set of fraud
prevention core technologies. All the solutions are based on the encrypted two
dimensional symbols which, once printed, cannot be copied or reproduced. The
solutions include a cheque maintenance system, an accountability system based
on biometrics, a cheque enquiry system as well as the establishing and logging of

accountability at each stage of the life cycle of a cheque.

Cryptosystems

As we move into an information society, the technological means for global
surveillance of millions of individual people are becoming available to major
governments. Cryptography has become one of the main tools for privacy, trust,
access control, electronic payments, corporate security, and countless other fields

[1}[14]). The use of cryptography is no longer a privilege reserved for



