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ABSTRACT

In recent years, the advancement of smart city technologies has necessitated
a rethinking of urban resilience strategies, especially in the face of
escalating cyber threats. Enhancing cyber resilience in smart cities is
crucial due to their reliance on interconnected digital infrastructures that
manage essential services such as transportation, energy, healthcare,
and public safety. Cyber attacks on these systems can disrupt services,
compromise data, and undermine public trust. This systematic review
examines 27 selected articles on the application of multimodal analytical
techniques to enhance the cyber resilience of smart cities. By evaluating
these studies based on their analytical frameworks, techniques used, and
research contexts, the researcher identifies the benefits and challenges of
integrating multimodal data such as text, audio, video, and sensor data
into urban cyber resilience strategies. The findings reveal that various
multimodal strategies, including machine learning, data fusion, and real-
time monitoring, significantly contribute to the robustness of smart urban
infrastructures against cyber attacks. This review provides a comprehensive
understanding of the application of multimodal analytics in safeguarding
smart city infrastructures, highlighting best practices, technological
advancements, and future research directions.
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INTRODUCTION

With the growing digitization of the world, smart cities have emerged as a
viable solution to tackle the problems caused by urbanization and improve
the quality of life for citizens (Chaudhuri & Bozkus Kahyaoglu, 2023).
However, the integration of diverse technologies and systems in smart cities
also poses significant cybersecurity risks (Kalinin et al., 2021), emphasizing
the need for robust and comprehensive approaches to guarantee cyber
resilience.

Multimodal analysis involves combining different types of data—such
as text, audio, video, and sensor data—to develop a thorough understanding
of complex systems (Kohout et al., 2021). This method holds significant
promise for enhancing the resilience of smart cities against cyber incidents.
Although these strategies have potential benefits, their actual implementation
and application still pose a significant challenge (Juliana & Arafah, 2018). A
multifaceted approach to resilience is necessary due to the intricate nature
of urban systems and the diverse range of cyber threats.

This study systematically reviews the literature on multimodal
analytical techniques used in smart city environments. The objective is to
analyze selected articles to synthesize how multimodal analytics directly
contribute to protecting smart cities by evaluating their data sources and
techniques. This paper contributes to the ongoing discussion on improving
urban resilience through multimodal analytical techniques by identifying
challenges, successful implementations, and future research opportunities.
This study is significant, given the growing digitalization of urban areas
and the increasing complexity of cyber threats.

LITERATURE REVIEW

Smart cities represent a transformative approach to urban development,
leveraging technology and data to enhance the efficiency, sustainability,
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and quality of life for residents. These cities integrate information and
communication technologies (ICT) into their infrastructure and services,
creating interconnected networks that optimize everything from traffic
management to energy usage. By utilizing advanced sensors, data analytics,
and automation, smart cities aim to provide more responsive and effective
public services, reduce environmental impact, and foster economic growth
(Gracias et al., 2023).

Moreover, the integration of smart technologies in urban planning
and development can lead to more inclusive and participatory governance.
Citizens can engage with city authorities through digital platforms, providing
feedback and suggestions on various issues. This collaborative approach not
only improves service delivery but also fosters a sense of community and
ownership among residents (Bastos et al., 2022). Overall, the significance
of smart cities extends beyond technological advancements; it encompasses
a holistic vision of sustainable and resilient urban living.

Cyber Resilience

Cyber resilience refers to the ability of an organization or system to
withstand, respond to, and recover from cyber incidents. In the context of
smart cities, cyber resilience is critical due to the increasing dependence on
digital infrastructure and interconnected systems. A cyber-resilient smart
city can maintain its essential functions and services even in the face of
cyber threats, ensuring the safety and well-being of its residents.

Urban infrastructures, such as transportation systems, energy grids,
and communication networks, are particularly vulnerable to cyber attacks.
These infrastructures rely heavily on ICT, making them attractive targets
for cybercriminals (Kim et al., 2023). A successful cyber attack on a smart
city's energy grid, for example, could disrupt power supply, affecting
homes, businesses, and critical services like hospitals. Similarly, attacks on
transportation systems could lead to significant disruptions, causing delays
and potential safety hazards.

Given these risks, enhancing the cyber resilience of urban

infrastructures is paramount. This involves implementing robust security
measures, such as encryption, intrusion detection systems, and continuous
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monitoring, to protect against cyber threats. Additionally, it requires
developing comprehensive response and recovery plans to minimize the
impact of incidents when they occur. By prioritizing cyber resilience, smart
cities can safeguard their infrastructures, ensuring uninterrupted services
and maintaining public trust.

Multimodal Analysis

Multimodal analysis in smart cities integrates data from various
sources like text, audio, video, and sensors, offering a comprehensive view
for improved decision-making in areas like security and transportation. This
approach is crucial for enhancing cyber resilience, as it allows for effective
detection and response to cyber threats by combining diverse data such
as network logs, surveillance footage, and social media. Techniques such
as machine learning, data fusion, and real-time monitoring are key, with
machine learning identifying patterns and anomalies, data fusion creating
unified datasets for richer analysis, and real-time systems ensuring prompt
threat responses (Ahmadi-Assalemi et al., 2020).

However, implementing these techniques involves challenges
such as managing vast, diverse data streams which require sophisticated
algorithms and significant computational resources. Data privacy is
another major concern; integrating data raises issues regarding personal
information security and compliance with regulations like General Data
Protection Regulation (GDPR). Additionally, the dynamic nature of urban
environments demands that analytical models be scalable and adaptable
to continuously evolving conditions and new data types (Almeida, 2023).
Developing solutions that address these complexities is essential for
leveraging multimodal analysis to fortify cyber resilience in smart cities.

METHODOLOGY

The systematic literature review (SLR) undertaken in this study follows the
procedure by Kitchenham and Charters (Kitchenham & Charters, 2007), to
identify, evaluate, and synthesize existing research on multimodal analytical
techniques for enhancing cyber resilience in smart cities. The systematic
review process involves a structured and comprehensive approach to
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literature search and analysis, ensuring the inclusion of relevant studies
and minimizing bias. Initially, the researcher defined the research questions
and established the criteria for article selection to guide the review process.

Search Strategy

To gather a comprehensive dataset of relevant studies, the researcher
conducted a thorough search of multiple academic databases, including
Web of Science (WoS) and ScienceDirect. The search was performed
using a combination of keywords and phrases related to smart cities, cyber
resilience, multimodal analysis, machine learning, data fusion, and real-
time monitoring. The researcher also employed Boolean operators to refine
the search and ensure the retrieval of pertinent articles. The search was
limited to peer-reviewed journal articles, conference papers, and reputable
industry reports published within the last decade to capture the most recent
advancements in the field.

("multimodal analysis" OR "multimodal data" OR "multi-modal" OR
"multimodal modeling") AND ("smart city" OR "smart cities" OR "urban"
OR "sustainable").

Selection Process

The selection criteria for this systematic review were carefully defined
to include studies that use multimodal analytical techniques to enhance cyber
resilience in smart cities. Articles selected include if they addressed the use
of multimodal analytical techniques for enhancing cyber resilience in smart
cities with a focus on integrating multiple data types, like text, audio, video,
and sensors, and applying analytical methods for detecting, preventing, or
mitigating cyber threats. Exclusions were made for studies which focused
on single-modal analysis, unrelated to urban cyber resilience, or lacking
empirical data and rigorous methodology. Studies were selected from
peer-reviewed journals or reputable conferences to ensure academic rigor.
A methodological quality assessment, considering the clarity of objectives
and robustness of methods, identified high-quality articles that contribute
valuable insights into multimodal analysis for cyber resilience
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Quality Assessment

To ensure the validity of the findings, a thorough quality assessment
of the selected studies was conducted, based on criteria such as research
objective clarity, methodological robustness, and the reliability and validity
of data sources and analytical techniques. Studies were evaluated based
on research design transparency, data collection appropriateness, and data
analysis robustness. Those aligning well between objectives, methods,
and findings scored higher, with consistency and replicability being key
quality indicators. Studies that failed to meet these standards were excluded
to maintain review integrity. This stringent assessment ensured that only
high-quality studies were included, providing credible insights into applying
multimodal analytical techniques to enhance cyber resilience in smart cities.

Data Coding

Finally, the relevant information from the 27 selected articles was
systematically coded using a Microsoft Excel spreadsheet, which included:
(a) author(s), (b) year of publication, (¢) data source used for multimodal
analysis, (d) multimodal techniques used, (e¢) domain, (f) how directly
multimodal analytics are used to safeguard smart city infrastructure, (g)
challenges, (h) future research, and (i) how multimodal analysis is used to
improve cyber resilience of smart cities. To ensure reliability and accuracy,
a second coder cross-checked the coding results. Any discrepancies between
the two coders were resolved through discussion, resulting in full agreement
on the coded information. Figure 1 shows the flowchart of the systematic
review process adapted from (Kitchenham & Charters, 2007) that illustrates
the steps followed in the systematic review and coding process as described
in the methodology section.
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Figure 1. The Systematic Review Process Flowchart

RESULTS AND DISCUSSION

The systematic review included 27 articles on multimodal analytical
techniques for enhancing cyber resilience in smart cities. Many studies
utilized remote sensing imagery, like satellite and aerial images, combined
with ground-level data, such as street view images and sensor data, to
improve urban analytics and infrastructure management. For instance, Suel
etal. (2021) and Srivastava et al. (2019) integrated satellite and street-level
imagery with socioeconomic data to measure urban inequalities and land use.
Similarly, Su et al. (2024) and N. Zhang et al. (2022) used high-resolution
remote sensing images with Point of Interest (POI) data and building
footprints to identify urban functions.

Several studies focused on urban planning and infrastructure
management through multimodal data fusion. Yan et al. (2024) and
Taubenbdck et al. (2022) developed models for urban land use mapping and
urbanization measurement, essential for sustainable development. Real-time
monitoring and event detection are other key applications. Barthélemy et
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al. (2019) and Tang et al. (2024) employed video analytics and cross-modal
event detection for traffic monitoring and urban safety, while Sharma et
al. (2024) used multimodal data and federated learning for fire detection.

High computational complexity and resource demands are frequently
cited challenges. Ma et al. (2020) and Qin (2023) highlighted the need
for efficient algorithms and models to manage large-scale data. Safety
and security applications are also significant, with Kumari et al. (2020)
addressing cyberbullying detection using text and images, and Rasouli et
al. (2022) developing pedestrian action prediction models for intelligent
driving. Future research should focus on improving data integration and
model robustness, with Carneiro et al. (2021) and Su et al. (2024) suggesting
automation and integration of diverse data types to enhance multimodal
fusion techniques.

Appendix A summarizes the main findings on multimodal techniques
from the analyzed articles, illustrating their application in various domains
and how directly multimodal analytics are used to safeguard smart city
infrastructure.

DISCUSSION ON CHALLENGES AND LIMITATIONS

The similarities and differences in the challenges and limitations of dealing
with multimodal data are summarized as found in the reviewed articles:

1.Integration and Fusion of Diverse Data Sources

Integrating and fusing diverse data sources is a significant challenge across
many studies. For instance, Cheng et al. (2023) and Xiao et al. (2023)
discuss the difficulties in combining electro-optical, infrared, radio
frequency, laser sensors, LIDAR, radar, and visual data for accurate
object detection and tracking. Similarly, Su et al. (2024) and Zhang et
al. (2022) highlight challenges in integrating remote sensing images
(RSIs) with POI data due to semantic discrepancies and noise from
equipment failures. Sharma et al. (2024) and Raptis et al. (2023)
emphasize the complexity of integrating heterogeneous data sources
while ensuring data privacy and security. These complexities demand
advanced algorithms and robust frameworks to achieve effective
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integration.

2.Computational Complexity and Real-Time Processing

High computational complexity and the need for real-time processing
are pervasive challenges. Ma et al. (2020) and Qin (2023) discuss
the difficulties in processing large-scale multimodal data efficiently,
especially for applications requiring real-time performance.
Barthélemy et al. (2019) and Das et al. (2024) address the real-time
processing demands in smart city applications, where latency and
computational resources are critical constraints. Wang et al. (2022)
also highlights the resource-intensive nature of processing complex
CAD models in additive manufacturing, pointing to the need for
optimized algorithms.

3.Variability and Noise in Data

Managing variability and noise in multimodal data is a common challenge.
Suetal. (2024) and Zhang et al. (2022) struggle with noise from cloud
occlusion and data inconsistency, which impacts the robustness of
deep learning models. Yang et al. (2023) and Xia et al. (2023) face
difficulties in managing noisy and redundant data in applications such
as defect detection and weed resistance assessment. Ensuring the
accuracy and reliability of predictions in the presence of such noise
is a critical issue that needs to be addressed.

4.Data Resolution and Quality

Data resolution and quality pose significant challenges in multimodal
analytics. Srivastava et al. (2019) and Suel et al. (2021) discuss
the variability in data resolution and the difficulty in maintaining
consistency across different sources. High-resolution, high-quality
data is crucial for applications like urban planning and environmental
monitoring, where precise measurements are necessary for effective
decision-making. The need to manage high-resolution data while
ensuring its accuracy and consistency is a recurring theme.

5.Ensuring Accuracy and Robustness

Ensuring the accuracy and robustness of multimodal data fusion techniques
is a critical concern. Carneiro et al. (2021) and Zhang et al. (2024)
emphasize developing reliable predictive models that handle large-
scale data and provide accurate recommendations. Taubenbock et al.
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(2022) and Yan et al. (2024) focus on the need for accurate urbanization
metrics and land use maps, which are essential for sustainable urban
development and planning. The robustness of these models against
noise and data inconsistencies is crucial for their successful application.

6.Scalability, System Integration, and Future Research

Scalability and system integration are major concerns for implementing
multimodal data fusion frameworks. Raptis et al. (2023) and
Barthélemy et al. (2019) emphasize the need for scalable solutions
that handle large volumes of data and integrate seamlessly with
existing urban infrastructure. Ensuring these systems remain reliable
and efficient as they scale is critical. Future research directions often
focus on enhancing data integration, improving model robustness, and
expanding applications. Carneiro et al. (2021) and Su et al. (2024)
suggest further automation and integration of diverse data types,
while Yan et al. (2024) and Wang et al. (2022) recommend exploring
additional data modalities and refining fusion techniques to enhance
accuracy across various contexts.

Potential Utilizations of Multimodal Analysis to Improve Cyber
Resilience

Multimodal analysis can significantly enhance the cyber resilience of
smart cities by integrating various data sources and leveraging advanced
analytical techniques. There are several potential utilizations of multimodal
analysis to improve the resilience of smart cities against cyber attacks:

1.Enhanced Situational Awareness

*Real-time Monitoring

Techniques used for real-time monitoring and management of urban
infrastructure (Fuentes Reyes et al., 2023), urban mapping
(Taubenbock et al., 2022), and land use (Yan et al., 2024) can
be adapted to monitor critical cyber-physical systems within
a smart city. Real-time monitoring enables the detection of
anomalies or irregularities that may indicate a cyber attack,
allowing for immediate response. For example, automated
building inspections can help in quickly identifying structural
vulnerabilities (Yang et al., 2023), which, if left unchecked, could
be exploited in cyber-physical attacks.
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*Enhanced Data Quality

Reliable and high-quality data from IoT sensors (Das et al., 2024) can
significantly improve the detection and response to cyber attacks.
High-quality data ensures that the information used for threat
detection is accurate and timely, reducing the chances of false
positives and negatives. Similarly, accurate urban mapping data
(Taubenbock et al., 2022) can provide detailed insights into the
urban environment, enhancing the ability to detect and respond
to threats against urban infrastructure.

*Proactive Decision Making

By integrating multimodal data, city planners and security teams
can make informed decisions to enhance the overall security
posture of the city. Detailed urbanization patterns (Taubenbdck
et al., 2022) support better-informed decisions for preventing
and mitigating cyber attacks. Furthermore, timely detection
and repair of defects prevent further deterioration, maintaining
the robustness of urban infrastructure against potential cyber-
physical threats (Yang et al., 2023). Up-to-date and accurate
geographic data aids in making informed decisions to safeguard
urban infrastructure against potential cyber threats (Zhang et
al., 2022).

*Optimized Resource Utilization

Efficient data processing and sensor management in [oT systems
(Das et al., 2024) can reduce the load on cybersecurity systems,
allowing them to function more effectively. By optimizing
resource utilization, cities can ensure that their cybersecurity
measures are both effective and sustainable, even as the volume
of data grows. Findings related to urban structure optimization
(Fuentes Reyes et al., 2023) can be leveraged to design resilient
urban infrastructures that are less vulnerable to cyber attacks.
Ensuring that critical infrastructure components are physically
secure and have redundant systems in place can mitigate
the impact of potential attacks. Additionally, resilient urban
planning can involve the strategic placement of sensors and other
monitoring devices to maximize coverage and minimize blind
spots, further enhancing the city's ability to detect and respond
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to cyber threats.

2.Data Fusion and Integration

*Comprehensive Data Analysis

Studies that focus on integrating and aligning multimodal data sources,
such as those by Su et al. (2024) and Zhang et al. (2022), can
be applied to combine cybersecurity data (e.g., network traffic,
system logs) with physical infrastructure data (e.g., sensor
readings, surveillance footage). This comprehensive view allows
for a more holistic analysis of potential threats, enhancing
the ability to detect sophisticated cyber attacks that may span
multiple domains. For instance, combining network traffic data
with surveillance footage can help identify coordinated attacks
that involve both cyber and physical components.

*Improved Detection Algorithms

Advanced data fusion techniques, as discussed by Yu et al. (2023) and
Carneiro et al. (2021), can enhance the accuracy and efficiency of
cyber threat detection algorithms by incorporating diverse data
types and sources. By leveraging the strengths of different data
modalities, such as the high resolution of images and the temporal
resolution of sensor data, detection algorithms can become more
robust against various types of attacks. This can lead to earlier
detection and more accurate identification of threats, reducing
the potential damage from cyber attacks.

3.Simulation and Training

*Synthetic Data Generation

The ability to generate synthetic data for training models, as
demonstrated by Fuentes Reyes et al. (2023), can be extended to
create realistic cyber attack scenarios. This can help in training
machine learning models to detect and respond to various types
of cyber threats, improving their effectiveness in real-world
situations. Synthetic data can simulate a wide range of attack
vectors and conditions, providing a comprehensive training
environment that prepares cybersecurity systems for diverse
threats.

*Domain Adaptation

Techniques used for domain adaptation in multimodal analysis, such
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as those by Carneiro et al. (2021) and Zhang et al. (2024), can be
applied to adapt cybersecurity models to different environments
or conditions. This improves the robustness and reliability
of these models, making them more effective across various
scenarios.

4.Infrastructure Optimization

Findings related to urban structure optimization (Fuentes Reyes et al., 2023)
can be leveraged to design resilient urban infrastructures that are
less vulnerable to cyber attacks. Ensuring that critical infrastructure
components are physically secure and have redundant systems in place
can mitigate the impact of potential attacks. Additionally, resilient
urban planning can involve the strategic placement of sensors and
other monitoring devices to maximize coverage and minimize blind
spots, further enhancing the city's ability to detect and respond to
cyber threats.

By utilizing these multimodal analysis techniques, smart cities can
improve their resilience against cyber attacks, ensuring the safety and
security of urban infrastructure and residents. These approaches not only
enhance detection and response capabilities but also support proactive
measures and strategic planning to mitigate risks and vulnerabilities.

CONCLUSION

This systematic review highlights the crucial role of multimodal analysis
in enhancing the cyber resilience of smart cities. Smart cities managed
to achieve increased situational awareness, proactive decision-making,
and efficient resource use through the integration of a wide variety of
data sources and the application of modern analytical methodologies. The
studies reviewed, emphasize the successful implementations of multimodal
data fusion, real-time monitoring, and machine learning techniques, which
have the potential to detect and mitigate cyber threats. This study identifies
the key benefits and challenges of multimodal techniques and outlining
best practices and technological advancements in the field. Then critical
challenges of data integration complexity, high computational demands, and
ensuring data quality have been recognizes, providing a clear agenda for
future research by recommending the development of scalable and robust
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multimodal frameworks capable of adapting to the dynamic nature of urban
environments and evolving cyber threats. By overcoming these difficulties,
multimodal analysis has the potential to make a significant influence on the
safety and capacity to recover of smart cities, thereby ensuring the smart
cities' continued viability and protection in the era of digital technology.
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