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ABSTRACT

Mobile cloud computing (MCC) technology possess features mitigating mobile
limitations and enhancing cloud services. MCC application penetration testing issues
are complex and unique which make the testing difficult for junior penetration testers.
It is complex as MCC applications have three intersecting vulnerability domains,
namely mobile, web, and cloud. The offloading process adds uniqueness and
complexity to the MCC application penetration testing in terms of generating, selecting
and executing test cases. To solve these issues, this thesis constructs a model for MCC
application penetration testing that reduces the complexity, tackles the uniqueness and
assists junior testers in conducting penetration tests on MCC applications more
effectively and efficiently. The main objectives of this thesis are to discover the issues
in conducting penetration testing on MCC applications and to construct and evaluate
MCC application penetration testing model. Design science research methodology is
applied with four phases: (i) Theoretical framework construction phase (ii) Model
construction phase entails designing the components and processes of MCC application
penetration to reduce the complexity and address offloading; (iii) Model
implementation phase implements the components and processes of the model into
model guidelines and integrated tool called PT2-MCC. This tool manages the
repositories, generates and selects test cases, and implements the mobile agent
component; (iv) Model evaluation phase applies case study approach and uses an
evaluation framework to evaluate the model against selected testing quality and
performance attributes. In model evaluation phase, a junior penetration tester conducted
two case studies on two MCC applications built by extending two open source native
mobile applications. The tester uncovered more vulnerabilities using the constructed
model and in less time compared to using the benchmark OWASP Security Testing
Guidelines for mobile Apps model, i.e. it uncovered twenty and eight security
vulnerabilities in the MCC HerdFinancial and MCC FourGoats applications
respectively. The constructed test case selection technique selects a set of test cases that
cover the designated entry points and fit with the user requirements. The results analysis
showed that the constructed model has successfully tackled both the complexity and
uniqueness of MCC application penetration testing by encompassing these multiple
vulnerabilities” domains and MCC offloading. This model can significantly increase the
efficiency and effectiveness of the penetration test on MCC applications as the
evaluation has shown it has helped the junior tester to uncover 65% more security
vulnerabilities within 11% less time compared to the benchmark model. The model
evaluation is however limited to SQL injections and XSS vulnerabilities only;
nevertheless, these two are the most common vulnerabilities for MCC. The main
theoretical contribution is the MCC application penetrating testing model. Likewise,
this thesis has two practical contributions, namely the PT2-MCC integrated tool that
represents the model implementation and the two MCC test bed applications that can
be applied as benchmark MCC penetration testing applications. This thesis is significant
because it moderates the lack of testing models to detect security vulnerabilities in the
MCC applications and help junior penetration testers to be more effective and efficient
when testing MCC applications.
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CHAPTER ONE
INTRODUCTION

This chapter defines the dependability attributes and highlights the problems
that motivate this study. It outlines the study’s objectives, emphasizes its scope and
limitations, and specifies its significance. This chapter provides an overview of the
research, including the research background, motivation, problem statement, objectives,

questions, scope, significance, and contribution.
1.1 RESEARCH BACKGROUND

The number of clients in both mobile and cloud markets is rapidly increasing.
In Malaysia 80% of the population between 20-39 years old own smart mobile phones
(MCMC, 2015). In the USA during the first quarter of 2012 more than two-thirds of
companies use cloud services or plan to (Babcock, 2012). Due to the high usage of
mobile and cloud services, both academics and the information technology (IT) industry
have sought to improve and merge both mobile and cloud computing into a single MCC
platform.

Among the key implications of cloud computing is the virtualization of the IT
platform, infrastructure, software, and applications that are now transformed into cloud
delivery services. These cloud service models result in the encapsulation of the
whereabouts and the actual state of infrastructure, software, applications, data and/or
computation. Delegating these elastic services to mobile technology to minimize
limitations and enhance service leads to mobile cloud computing technology (Alizadeh
and Hassan, 2013; Bahl and Chaturvedi, 2013; Kottari et al., 2013).

The MCC environment supports multiple technical features such as the
integration of on-demand service, dynamic power and virtual resources of cloud
computing with the elasticity, restrictions, and interactivity of mobile computing
(Alizadeh and Hassan, 2013; Bahl and Chaturvedi, 2013; Kottari et al., 2013).

Consequently, multiple organizations are moving toward building MCC
applications. Some of the predominant applications today are MCC applications such
as Google mail, Google maps and mobile navigation systems, voice search, MobileMe,
LiveMesh, and Motoblur.





