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The field of cyber security is indeed constantly evolving, w ith new challenges and threats every 
year. It is crucial in the cyber realm, which is an entity made up of bits, to both protecting and 
enabling the defence of secret data and information. Using cutting-edge digital technology and 
their extraordinary, interconnected capabilities, cyber threat attacks become a reality. As a 
result, the term "cyber security" can be used to refer as a body of knowledge about the 
technologies, procedures, and practises used to safeguard computer systems, networks, or 
programmes as well as data stored in cyberspace against assault, damage, or unauthorized 
access (Li & Liu, 202 I). 

( 

According to the Canadian Centre for Cyber Security (2022), the various kinds of cyber threats 
are becoming more sophisticated and threat actors are using various techniques that are difficult 
to detect. Survey conducted by the Office for National Statistics (ONS) for the year ending 
March 2022, compared to other crimes, people in England and Wales are most affected by 
fraud or cyber offences (ONS, 2022). Compared to the year ending March 2020, the number 
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of fraud offences increased by 25% (to 4.5 million offences), mainly due to a significant 
increase in "advance fee fraud" and "consumer and retail fraud". Computer misuse has 
increased by 89% (to 1.6 million offences) compared to the fiscal year ending March 2020, due 
to a sharp increase in offences related to unauthorized access to personal data (hacking) (ONS, 
2022). 

However, data is increasingly becoming a target for cybercriminals across the region, and 
Malaysia is no exception. With nearly four thousand reports of cyber threat incidents reported 
to the Cyber Security Malaysia through the Malaysia Computer Emergency Response Team 
(MyCERT) in 2022, online frauds were the most commonly reported cyber threats, followed 
by malicious codes (Statista Research Department, 2023). When analysing the impact of the 
adoption of cutting-edge digital technologies on the changes taking place in today's business 
organizations, it is important to consider the intrinsic complexity of all the systems, devices, 
and networks used to perform the relevant tasks as well as other professional practices. As the 
rate of cyber threats increases and may affect many areas of business of all sizes, there is no 
doubt the threat actors are looking at the accounting profession as their potential target (Salman, 
2020). According to Gary Salman (2020), a CEO of Black Talon Security (specializing in 
business cyber security) reports that since the start of the COVID - 19 pandemic, cyber-attacks 
on accounting firms have increased by 300%. This is because this professional sector is already 
vulnerable to cybercrime and is struggling to cope with the difficulties of remote working 
(Salman, 2020). Due to the increasing threats and risks to which accounting systems and 
financial data are exposed, accounting cyber security must be a top priority (Prince, 2022). 

Cybersecurity Automation Team (2023) defines an accounting cyber security as a collection of 
procedures, controls, and tools aimed at preventing unauthorised access, cyberthreats, data 
breaches, and other potential risks to accounting systems, financial data, and related 
information. In order to secure the confidentiality, integrity, and accessibility of accounting 
data, security controls, protocols, and policies must be put into place (Tierney, 2021). 
Accounting cyber security aims to safeguard financial data, uphold the privacy of sensitive 
information, adhere to legal obligations, reduce risks, and prevent unauthorized activities that 
could compromise the accuracy and reliability of accounting procedures and financial reports. 
Hackers are aware that businesses with insecure systems that contain sensitive financial data 
and expose the data to cyber criminals can be an easy target as cyber-attacks increase. Thus, 
the cyber security in accounting is vital as its practices ensure the protection of company's 
sensitive financial data, not just for the sake of compliance but also for the safety of company's 
clients who have put their trust on the company with their financial, personal, and professional 
information (Lehenchuck et al. , 2022). 

However, accounting faces a variety of challenges as it deals with the most valuable financial 
data that is highly likely to be breached (Vasilesky, 2023). The potential perils and the 
corresponding vulnerabilities posed by cyber security attacks on accounting firms can be 
catastrophic (Yap, 2023; Politzcr, 2020). The cyber security breaches targeting accounting 
firms can undoubtedly result in calamitous outcomes, as these finns handle extremely sensitive 
financial and personal data. Even though the topic of cyber security in accounting is evolving, 
with new threats and risks emerging every day, fami liarizing ourselves with several 
conceivable hazards and the corresponding vulnerabilities of accounting cyber security attacks 
including rising of data breaches, ransomware, phishing attacks, and legal consequences is a 
good place to start (Alawida et al., 2022). 
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Professional service accounting and auditing firms retain vast amounts of financial 
information, including tax records, payroll data and financial statements. They are often seen 
as attractive targets for hackers. This is mainly because they have a wealth of confidential data, 
and their data security measures are considered less advanced compared to fmancial services 
and healthcare sectors (Peacock, 2019). There are several factors have played a role in data 
breaches. These include cases such as an employee may click dubious Uniform Resource 
Locator (URL) links provided in unsolicited text messages or unwittingly providing security 
information during a phishing attack, introducing malware through a third-party system, or 
neglecting to update software, allowing vulnerabilities to be exploited (De Groot, 2023). 
Vulnerabilities encompass weak and inadequate passwords, unpatched software, and 
insufficient encryption may lead to identity theft, financial fraud, and reputational damage for 
both the firms and their clients. 

Ransomware is a type of malicious software or also known as malware that encrypts fi les and 
data, rendering them inaccessible until a ransom is paid to unlock and decrypt them (Gillis & 
Lutkevich, 2021 ). Accounting firms can be extremely targets for ransomware attacks due to 
their significant potential impact. Ransomware is developed with the intention of gaining 
control over computers, networks, files, and sensitive data by encrypting files and preventing 
the owners access to them. Afterwards, usually the attacker demands payment, often in 
anonymous cryptocurrencies such as Bitcoin, to restore access to these files. This situation 
probably disrupts company's business operations and lead to significant financial losses. 
Unsecured remote desktop services are one of the vulnerabilities of ransomware. Basically, 
remote desktop services allow users to access a computer or network from a remote location. 
If these services are not properly secured, they can become a gateway for cybercriminals as the 
attackers can exploit weak or default passwords, open ports or known vulnerabilities in the 
service's software. 

America Cyber Security and Infrastructure Security Agency (202 I) defines phishing as a form 
of social engineering attack. Phishing is a common method used by cybercriminals to trick 
people into divulging confidential information or downloading malware. Accounting firms are 
an attractive target because they handle valuable financial data. Attackers send fraudulent 
emails that appear legitimate, often posing as trusted institutions such as banks, tax authorities 
or customers. Employees may be tricked into clicking on malicious links or downloading 
malicious attachments. 1.n some cases, attackers specifically tailor their phishing attempts to 
employees of accounting firms. They conduct research to gather information about the target, 
such as their role, duties and contacts. This allows them to create highly convincing emails that 
are more likely to be opened. Accounting firms have to deal with a high volume of emails and 
messages every day. This sheer volume can make it difficult for staff to thoroughly review each 
message, increasing the likelihood of inadvertently interacting with malicious content. 
Although companies implement security measures and provide cyber security training, human 
error remains a major factor in security breaches. Even trained employees occasionally make 
mistakes and click on malicious links or unintentionally download harmful attachments. 

The Professional Concepts Insurance Agency (2022) highlighted that accounting firms may 
face significant legal consequences such as client lawsuits and reputational damage if they fail 
to adequately protect sensitive data. These legal consequences can arise from a variety of 
sources, including clients and regulators. When accounting firm works with a client, there is 
often a contractual agreement that sets out the firm 's obligations to protect sensitive data. If the 
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firm does not comply with these obligations, it may be in breach of contract, which makes it 
liable for damages under the contract. While clients can also bring claims for negligence on the 
part of the accounting firm. They may argue that the firm failed to take reasonable steps to 
protect their financial data, resulting in a data breach. If negligence is proven, the firm can be 
held for the client's financial losses. In the case of significant data breaches affecting multiple 
clients, affected parties may join together and bring to file class-action lawsuits against the 
accounting finn. These lawsuits can lead to significant financial liabil ities for the firm. The 
legal consequences go beyond financial damage. A data breach can damage the reputation of 
an accounting firm. Clients may lose confidence in the firm 's ability to protect their data, 
leading to loss of business and difficulty in attracting new clients. 

In summary, the potential perils of cyber security attacks on accounting finns are multifaceted, 
ranging from financial loss and reputational damage to legal and regulatory consequences. It 
is critical for accounting firms to prioritize cyber security to protect their clients, operations 
and reputation. Investments in cyber security should be viewed as a proactive strategy that 
accounting firms must prioritise especially in cyber security measures including robust data 
encryption, employee training, and compliance with relevant data protection regulations. While 
these investments may come at a cost, they are an essential part of modem business operations, 
especially for accounting firms that deal with sensitive financial data. This investment strategy 
is to ensure the firm 's long-tenn resilience and success in an increasingly digital and connected 
world. In accounting, where trust and accuracy are paramount, cyber security is the foundation 
on which that trust is built and maintained. 
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