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ABSTRACT

This paper analyzes how information sent through mobile messaging application is being
secured. Nowadays, people are more likely to communicate with each other through
mobile application. There is a high possibility that the information could have been leaked
to intruders. It is crucial to maintain the confidentiality and privacy of the information.
Therefore, securing the information sent via mobile messaging application is important
by implying the cryptography technique. Cryptography technique comprises encrypting
and decrypting information which can only be seen by the sender and receiver. This paper
focusing on encrypting and decrypting text sent through the application. The process of
securing the text is by using the 3Dimensional-Advanced Encryption Standard (3D-AES)
block cipher algorithm. Android Studio software is used in developing the project. The
data involved is stored in database by using Firebase database. The text will be encrypted
first before sending it to the intended receiver. A specific key is used to encrypt and
decrypt the text, which can only be known and accessed between the sender and receiver.
The result of this project is based on the efficiency of securing the messages through
encrypting and decrypting them. This project provides protection to any personal
conversations between the sender and the receiver and it secure the people’s personal
information by applying the encryption and decryption method.
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CHAPTER 2

LITERATURE REVIEW

In this chapter, the literatures from the various researches will be discussed. Various

beneficial articles that contain information related to this project will be reviewed in this

chapter. This literature assists and provides useful and valuable information in the process

of developing this project.

2.1

Cryptography

Cryptography is the art of writing or solving codes that allows any information to
be sent is in a protected form, where only the intended person able to retrieve the
information (Benni & Hetty, 2015). According to Pandey and Verma (2015), a
process of encryption and decryption messages or data which only the authorized
users can understand is called cryptography. It offers several functions such as
provides privacy or confidentiality, authentication, integrity, non-repudiation, and

key exchange.

According to Kessler (2018), five primary functions of cryptography are privacy
or confidentiality, authentication, integrity, non-repudiation, and key exchange.
Firstly, privacy and confidentiality is to ensure that only the intended receiver can
read the message. Next, authentication is a process of verifying one’s identity.
Then, integrity is to ensure that when receiver has received the message, it will
not be altered from its original form. Non-repudiation is a mechanism to confirm
that the sender really sent the message. Lastly, key exchange is a procedure in

which the crypto keys are shared between the sender and receiver. There are three
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