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ABSTRACT

According to recent technological advance in the electronic and wireless
telecommunications, the performance and use of wireless technologies has increased
tremendously. One such field, concerns mobile ad hoc networks (MANETS) in which
mobile nodes organize themselves in a network without the help of any predefined
infrastructure.

The dynamic topology of MANETS allows nodes to join and leave the network at any
point of time. This generic characteristic of MANET has rendered it vulnerable to
security attacks.

Securing MANETS is an important part of deploying and utilizing them, since they are
often used in critical applications where data and communications integrity in
important.

However, due to security vulnerabilities of the routing protocols, wireless ad-hoc
networks are unprotected to attacks of the malicious nodes.

This study tries to compare of gray hole attack with two different routing protocols
which called Ad-hoc on-demand Distance Vector (AODV) and Optimized Link State
Routing Protocol (OLSR). Moreover simulate the behavior of these two protocols to

show end to end delay packet loss and performance of the routings.
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CHAPTER 1

INTRODUCTION

This chapter begins with a research background that gives an overview of the study.
It is based on the problem statement, research question, objectives, scope,
significance of study and overview of thesis that are discussed in sections 1.2, 1.3,
1.4, 1.5, 1.6, 1.7. This chapter also represents its scope as well as the structure of the
thesis, chapter by chapter. It also explains the MANET network and gray hole

attack. Eventually, this chapter concludes with an organization of the thesis.

1.1 Research Background

A MANET, sometimes called a mobile mesh network, is a type of ad hoc network that
can change locations and configure itself on the fly. Because MANETS are mobile,
they use wireless connections to connect to various networks. This can be a standard

Wi-Fi connection, or another medium, such as a cellular or satellite transmission.

The primary challenge in building a MANET is equipping each device to continuously
maintain the information required to properly route traffic. Such networks may
operate by themselves or may be connected to the larger Internet.

Control of the way of routing packet between devices in a network could be divided in
some types pro-active which called a table-driven routing or reactive which called on-

demand routing protocols.

The proactive protocols are keep the information of routing and update the routing
tables to all possible destinations upon periodic exchanges, even if no traffic goes
through. And the reactive protocols update routing tables only for the destination that
has traffic going through in order to on-demand route finds (Hamma and Eddy, 2006).





