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ABSTRACT

Nowadays, people all over the world like to store their data over the Internet because
it is easy for them to retrieve and store it. Unfortunately, they are exposed to the
cyber-crime like data theft because of the lack of security in their device. People
usually did not have a security tool for their network. To prevent data theft, we need
to monitor and identify the packet, which is appropriate in the network. It is
important to prevent the malicious packet from going through the network because it
may affect the privacy’s data of the user. IDSpoof was developed to monitor the
network packet and expected to have the functionality of the system. The
methodology was used to develop the project using research framework. After this
project is developed, the IDSpoof is expected to be used by the user and the result
demonstrate successful decrement of data theft among the user. Then, user network

will be more secured and protectable.
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1.1

CHAPTER 1
INTRODUCTION

Background of study

An Intrusion Detection System is an application which is used to control
the network and protect it against the intruder. New application areas for
computer network have emerged with the rapid growth of Internet-based
technology (PeymanKabiri and Ali A. Ghorbani, 2005) The LAN and
WAN technologies have advanced in areas such as business, finance,
manufacturing, security and healthcare sectors. All these areas of
operation rendered the network an enticing target for exploitation and a
great weakness for the government. The organization's internal systems
are used by unauthorized users or hackers to gather information and
trigger vulnerabilities such as Computer bugs, Lapse in operation,
leaving systems to default config (Christopher Low, 2005). Figure 1.1

show Intrusion Detection System.

Intrusion detection system
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Figure 1.1: Intrusion Detection System

Retrieved from https://blog.eccouncil.org/how-do-intrusion-detection-

systems-ids-work/
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