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ABSTRACT

Firewall tests must be performed to verify that the firewall works as specified. A test case
generation approach is built in this project, identifying test cases based on the rule sequence of the
firewall and using a real traffic database to prepare test packets. Test packets can be used or
inserted to check if the design of the firewall is incorrect, i.e. the rules do not suit the firewall
actions. Although literature accepts injection-based firewall testing as an inefficient way to test
firewall implementations, no alternative method has yet been developed. Most academic work
focuses on checking firewall rules where the implementation of firewall is error-free. Even if the
implementation of the firewall is error-free, it is possible to hack and program a firewall to act
differently from the intended security policy. In that case, testing based on real-time injection is
one of the ways of revealing the breach of security. Automation testing is a technique for software
testing to test and compare the actual results with the expected results. This can be done by writing
the test script or by using any testing tool for automation. Test automation is used to automate
recurring tasks that are hard to perform manually.
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CHAPTER 1

INTRODUCTION

1.1 Introduction

This chapter addresses the project definition and other related project histories. This chapter
also discusses the problem declaration of the project to provide a good insight into the nature
and priorities of the project. This chapter will be the guiding principle for all the work to be

done later.

1.2 Project Background

Today, safety or cyber protection are important computer and network problems. It is also not
enough to solely secure networks containing data on residents, companies and government
agencies. Network infrastructure, routers, domain name servers and switches do not fail to
connect all devices. Computers cannot interact correctly or efficiently if either of these fails.
(Monsignor, 2003). Simply said that a defensive system is a firewall. It offers a controlled
entrance point in computer resources and out of them. The firewall is a first line defense
network security too. Scapy is one firewall tool that can be used. Scapy is a powerful module
for manipulating packets. It can decode and create a wide range of protocols. Scapy is a tool
for multipurpose. It can be used in Python programs to scan, test, and discover networks.

(Spanish version 2017).

Different tools for security assessment are available for network tasks like Nmap, tcpdump
and arpspoof, but Scapy is only one tool outstanding from others. While Scapy can create a
whole new networking world, most of the instruments, like Nmap for network scanning or
Wireshark for sniffing, have been designed for something very specific. Unfortunately, Scapy
produces a brutal result in any query, as opposed to the other tools that provide an interpreted

request. This particular tool value is very useful for advanced network research. By using
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