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ABSTRACT 

 

 

The Mifare Classic is the most widely used contactless smart card in the world. 

Its communication protocol is based on the open ISO-14443-A standard, but the 

authentication and encryption protocols are proprietary. Several researchers 

have cracked its encryption and proposed attacks to recover the access keys. 

This paper will examine the MIFARE Classic 1K contactless card that being used 

as the student ID card in University Technology MARA (UiTM). In doing so, we 

have  identified its major weakness and have recommended ways to mitigate it. 
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CHAPTER 1 

INTRODUCTION 

 

1.1 Research Introduction 

UiTM student ID card is a photo card that is issued to every enrolled student. 

Information such as the student’s name, number, IC number, programme code, 

programme name, faculty, campus, and intake semester are printed on the card. This 

card has an embedded MIFARE Classic 1K chip that stores necessary information to 

authenticate itself with compatible readers. This card is currently used for parking 

access, door access, and library activities such as borrowing books from self-service 

machines, etc.  

 

This research will address the MIFARE Classic 1K contactless smart card which is 

being used as a student ID card in University Teknologi Mara (UiTM). Other 

contactless cards and their technologies might be similar in operation, but are 

fundamentally different. The MIFARE Classic card has become increasingly popular in 

many countries and in education institutions that require the ability to issue and replace 

new cards at a low cost. MIFARE Classic cards consist of two parts; a microchip which 

holds data and a thin loop of wire which acts as an antenna and powers the chip 

through resonant inductive coupling (Layada.net, 2013). Operating on the 13.56 MHz 

frequency, when a MIFARE Classic card comes within a short distance of a compatible 

smart card reader, the electromagnetic field being emitted by the reader provides 

power to the embedded chip in the card. Next, a series of requests and responses are 

transmitted between the reader and the card to provide authentication. The MIFARE 




