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Abstract — Precious items like money, jewelry an
expensive antiques are usually kept in a vault ortéhome.
Whether it is a bank or at home, security has been #&
number one priority to keep each and every item saf
from theft. Although, most hi-tech security systems ar
expensive, the fact that it actally runs on simple
mechanism such as sensoier input and some interface
to communicate with the consumer &: an LCD display,
makes it probable for a low cost security sytem tde
produced with the same hi-tech effects.

A solution to these problems isto design an
embedded system that provides an application of RBI
for access and a photo sensor for the guarding sgsh that
runs on low power and at a lower cost to compare tthe
commercialize security sensor. Thedesign is just a
module to demonstratethe basic function of the floor
security sytem that will be observed by the PIC16fB7a
microcontroller by Microchip.

The embedded system automatic will be made
at such a low cost but demonstrates the san
functionality as the commercialize security sysm. This
paper describe an application of RFID for access wdreby
the system provids security surveillance towards e
certain designated ground or floor.

Users will be given the RFID smartcard for the
access pass identitythe designated floor will then b
armed with a source of light ( laser pointe ) and an LCD
as indicator should any message will be given toghuser.
The systen uses a microcontroller for the simple
algorithm of the signal processingThe algorithm for the
RFID access and the security sensavas performed on a
commercial software to control the microcontroller and
interfacing circuits.

Index Terms — LASER, Microcontrollers, PIC16F877A,
PIC application, security system, .

1. INTRODUCTION

The number of entrepreneurs invalvi@ commercialize
security system increase every yahe to the demai of
securityfor both homes, industry and bank.

There are two types of business; a commercial
small business. For commercjaurposes, usuallmore than
400 users can be registeraato the system whereby systi
can store large database for users identity stc¢ Small
business refer to home access system u:. Somehow,
these systems are usually monopolized by the coniah
business too.

The importance of security has been ptize for safety
purposesLevels of security has ben increa eventhough a
home, office or a parameter has been guarded byam
security guard. Commercial securigguipment is desied

for commercial purposeand the level of complexity of tl
system is very high.

In addtion , high investment ¢ equipment and devices
is required. Recise manual guide and knowledgeable, sk
people are requireld operate the machi.

Catering to the need of private security usagémaler
security system igpropose to provide a cheaper but
effective security access to an area that can Ipéiedpto
vaults, homes, buildings or any parameter thaesdid for
the system to be applied to.

This controller system provides an eient solution for
exact idenfication of access card acknowledgement of
user.

Identity of the wuser can be kept into the
microcontroller's memory during the code programgniof
the security systemSequence of operation of the sysi
depends on the programmidgvelopmen

2. METHODOLOGY
2.1. Hardware design

This project involves the combination of hardw
and software design. The processes of developiagthject
are divided into two main parts which are hardwarel
software development. The complete security systatt
have 2 inputs and2 output to be interfaced to the
microcontroller unifor signal processir.

The figure below shows the overvie of the
hardware design interfacing.
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Figure 1: Design Overvie

The main idea of the design is replicate the lower
part of the wall to house a laser poir(light source), several
mirrors (reflectors)a photodiode (sensor input) and a cas
house thd_CD (graphical outpu, the RFID reader (identity
input) the PIC16F877A microcontroller (signal pres@&g)

RFID reader will acquir the identity of the user for
allowable access. The photodiode as the sensorgystem
will be off during the passagSensory subsystem is made of
laser pointer for the lighsource o photoresistor sensory
input for the microcontroller.



Contol system process data that is responsible

port: A5, EO and E1 respectivel Figure 4 is the simulated

access arming and disarming and outpses PIC16F877A schematic diagram using MPLAB’s Proteus ISIS -in.

microcontroller SK40B start-up-kiduring the developmel
Features of PIC microcontroller start-kip-car be found in
the SK40B

Electronic system diagram dhe security acces
system is shown in figure @ith the appropriate sensc
drivers and microcontroller.
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Figure 2: Complete sequence of the de

2.2 Controller

This is where all the analysispmputations, decisions &
made.

Figure 3: PIC microcontroller stan-kit SK40B

Figure3 shows the PIC microcontroller board the
used during the development tfis project. The SK40
based on PIC 16F877Affers adequate port to interfa
LCD, laserpointer and sensor for the projt

In the project, port D is used as output for LC
Port A for the RFID reader 1/O potfdesignated port
A0,A1,A2)and input for the photodio input circuit
(designated port: A3)The LEDs are for indication as f
lockdown, access allowed and intrusion alert (desied
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Figure 4: Schematic diagram using PROTEUS.

2.3The WIEGAND RFID reader

Figure 5: The HIDNiegand RFID reader from BizCt

The HID (Hughes Identification DeviceWiegand
Protocol RFID (Radio Frequency Identificatic reader is
used together with the users identification iss card. Only
the designated smartcard ID owner will be allowedaicces:
through the system.

Figure 6: The Wiegand RFID smartcard from Biz(
2.3.1Wiegand™ Format




The term Wiegand is applied to several characiesisélatec
to access control readers and cawiliegand is

1. A specific reader-to-card interface

2. A specific binary reader-toentroller interfac

3. An electronic signal carrying data

4. The standard 2bit binary card data form

5. An electromagnetic effect

6. A card technology

“Wiegand format, typically refer to the general concept
security card data encoding. Wiegand format, is afien
understood to mean the standardb#6format, which is ¢
very specific arrangement of binary card ¢

Some basic facts:

« A format describes what aimber means, or how a numtl
is used. The format is not the number it:

« The number of bits does not indicate the formaiept for
standard 2@it. For example, there are over . different 34-
bit formats alone.

« Within a given bit length (34-bit, 3Bi, etc.), the size ar
location of each data element may change. For ebes
*One 34-bit format may have anb@- Facility Code startin
with bit #2.

*Another 34-bit Facility Code may He bits starting with bi
#21.

« The capability of the accessntrol panel will dictate whe
formats will and will not work.

"Standard" 26-Bit Wiegand Format

Leading Parity Bit (Even)
Facillity Code (8 Bits)

P FFFFFFFF NNNNNNNNNNNNNNNN P

I— Trailing Parity Bit (Odd)
Facillity Code (8 Bits)

Parity Configuration

| First 13 Bits (12 data + 1 Parity)

PFFFFFFFFNNNN NNNNNNNNNNNNP

Last 13 Bits (12 data + 1 Parity)

Figure 7: 26Bit Wiegand Public Form
2.3.2 The Wiegand Reader-t&zontroller Interface

An interface defines how two devices communicaté \wne
another. Various (Hughes lIdentification DevicesHID
readers can communicate with access

control panels using a variety of wektablished, indust-
standard interfaces including:

* Wiegand

« Serial (RS232, RS422, RS485)

* Clock-andbata (Magnetic Stripe Track/— Also known as
ABA format.

Concentrating o the Wiegand interface sinit is
the most prominent industrytarface for card access contt
the Wiegand interface consists of three conducteigeg)
called Data Zero (usually green), Data One (usualjte),
ard Data Return (usually blac All current standard HID
reader types are available with a Wiegand interfadee
three wires carry Wiegand data, also called the gafie
signal.

Since the card data is binary, the reader sir
receives the radio frequencyRF) data from the card,
translates it from RF to Wiegand protocol and setidx
complete binary string to the controller. Zeros/élaon the
green wire, ones on the white wire and the comn
combines the two strings of characters into thgioal se of
binary data.

The reader performs no processing or qui
checking of the data. It simply receives the (RB)adfrom
the card and converts it to Wiegand protocol fomiedliate
transmission to the controller.
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Many panels use hexadecimal math because it is con
and directly represents binary.

2.4 LASER POINTER as sensor ligk source

A laser pointer is a small laser designed to hgitl
something of interest by projecting a small brigpbt of
coloured light ato it. Most laser pointers have low enot
power that the projected beam presents a minimzdrdato
eyes for incidental exposure.

Some higher powered laser pointers are fal
visible via Rayleigh scattering when viewed frore gide in
moderately talimly lit conditions

With maximum output of less than 5m Watts an
650m the usage dhe class 3A laser prodi in the system
works asa light source after multipleeflections by mirrors.
The light source will themeact on the photoresistor surface.
If the light source to the photoresisc is broken, the light
source will not reachihe photoresistc hence giving a low
input for the sensotherefore triggering the system a
indicate that the securign the perimet has been breached.
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Figure 9: Laser pointerencased (top) and without c
(bottom).

However, if the lightsource remains tight to tt
photoresistorsurface, it will always trigger high indicatir
constant light source and without intrus

It is chosen dudo the intensity of the ght that
makes the photoresistor'sesistance to decase hence
allowing current to be supplied to the PA€inpu.

LASER IN

JLASER LIGHTSOURCE
Figure 10: LASER alghtsourct

2.5 Photoresistor as sensor

A photoresistor or light dependent resistor
cadmium sulfide (CdS) cells a resistor whose resistar
decreases with increasing incident light intenditycan alsc
be referenced as a photoconductor.

A photoresistor is made of a high resista
semiconductor. If light falling on the device isto§h enougt
frequency, photas absorbed by the semiconductor ¢
bound electrons enough energy to jump into the woinoh
band. The resulting free electron (and its holetrea)y
conduct electricity, thereby lowering resistal

Photoresistorgan be classified by its function a
construction.

Features of photoresistors are:

1)Excellent linearity with respect to incident It
2)Low noise

3)Wide spectral response

4)Mechanically rugged

5)Compact and lightweight

6)Long life span

In the project, the pharesistor acts as a sensor as it
is being exposed to the LASER when the system isgt
armed. This will always trigger a high input forethPIC,
indicatingno intrusion to the paramet

Otherwise, when the LASEFails to reach the
surface of the photodiode, thisll trigger a low input for the
PIC hence indicating that there is an intrus
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Figure 11: Input from the photodiode circuit to RIRA3
2.6 User Interface

The output during the operation of the system
be indicated by a 16x2 JHD162A LCD, 3 LEand a buzzer.
The LCD interface functionas indicators for the user up
any instructions during the operation proceed

The LEDs will indicate the present eration status
such as system runningntruder aler and alarm system is
armed.

The buzzewill give an alarming sound indicating occurrer
of intrusion within the parame:.
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Figure 12: The intdace for the user.
2.7 Hardware Housing

The parts replicate a wall to wall formation to keuhe lase
pointer, the mirror and the photo dic

The controlbox will house th main switch, PIC16F877A
microcontroller, the LCD, LEL and the RFID reader.



Figure 13: The completed housiafjthe security syste

2.6. Software design

The programming was done in MPLAB IDE. It i
Windows Operating System (OS) software program riinas
on a PC to develop applications for Microc
microcontrollers and digital signal coallers. It is called al
Integrated Development Environment, or IDE, becaits
provides a single integrated "environment” to depetode
for embedded microcontrollers.

The design of the software is based on the follg
flow chart requirements. Added atires of functionalitie
were done during the development of the software thrc
the codings in C language.

>{ Close Access [€

ﬂ Y
NO

Welcome User

Alarm

G

YES

RFID 1% Access

System reset =

Figure 14 The flow chart of the security syst

After codings in C language being done,
programs were then compiled in MPLAB IDIt was then
tested in a simulatiorsoftware named Proteus ISIS
functionality testbefore being burnt into the F. A few
components were replacdry switches, ports and LED
replicate the functionality of photodiode, RFID . the laser
pointer respectiveldue to the software’s limitatic

3.0RESULTS AND DISCUSSION
3.1 Limitation on accessibility

During the development of the system, each of
components were put under test for its reliabilapd
limitations. A few experiments had beconducted to ensure
that the access part of the system (namely the R&dDer) is
able to read the RFID smartcard in considerablglqtime
and effectively putting into considerations of tHestance
between the smartcard and the re:

Due to the natw of passive RFID reader, low c¢
and manufacturing settings, the distance test adrduuntc
the RFID reader was found ineffective to read tmarscarc
after being put 5cm away from the rea

The Wiegand RFID reading proto consumes at
least 0.5seand to read from the passive smartcard.
reader gives an indication of 2 beeps during tlzalirgy of
one passive smartcard.

This protocol allowsa singl¢ card to be read during
flashing. Multiple cards flashed will give confusido the
reader hence putting it into idle st

3.2 Limitation on photo resistor

Experimens were the conducted unto the
photoresistoto ensure that the input of the senscrt of the
systemis considerably fast to trigger the input to th€Plt
is crucial to be quick at the seny part as this will be
processed by the PIC to decide and execute fonele stef
in the system.

One of the testsconducted was the intensity light
absorbance through the distance versus the resstat
0.5cm and 0.5m.

Light Type kQat 0.05n | kQ at 0.5m
White LED 0.5 ©

LASER (red) 0.9 1.2
Pendaflour 545 50.3

Figure 14: Comparison of the distance versus aagist or
different types olight source.

Eventhough it was first decided that the NPN |
will pass the input to the PIC through its emifpém, the tes
conducted upon the response was found to be lay

Due to the built of the phcresistor, it requires time
to recover to its original state. Hel, relay was put into the



sensory circuit to quicken the switching respormetlie PIC REFERENCES
input.
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4. CONCLUSION

The development of the proposed Vault's Floor
Security Sensor By RFID Access Using Microcontroliave
been discussed and the system has reached itdiobjby
being at a low cost production with considerabl¢imized
functionality.

The aim of this project was to construct a protetyp
of a security system that is capable of performing
identification on owners of smartcard, allows ascepon
recognition, arming the parameter with laser, dsetec
intrusion and alert the user through visual andihgaaid.

Through thorough research and development done to
accomplish the project, recommendations are pexpde
improve and upgrade the performance of the secsyitem.

Future development on the system proposed are:

1) Creating of networks between a few microcongrsl|
through integration (12C) for greater storage additon of
user identity data.

2) Networks were then connected to a Personal Ctanpu
(PC) via a General User Interface (GUI) for reahdi
observation of access and intrusion.

3)Connecting the network with a GSM module to reshot
contact the administrator of the system via Shodsshge
Services (SMS) or call should anything go wrong mviiee
system is left.

4) Adding a closed circuit television camera (CCTdf) real
time observation during the security system openati



